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1. BbBeoeHue.

NetControl e mpexoo yctponcteso ¢ 10/100Mbit Ethernet nHtepdenc, kato aapoTo
My € uarpageHo ¢ nonynspHusa PicolP mogyn Ha HEOMOHTAHA EJNIEKTPOHUKC. 3a ga
ObOoat peanuavMpaHm ONTUManHO BCUMYKM ocobeHocTn Ha cepudata NetControl e
paspaboTeHa cneyunanHa,
yHudmumMpaHa 3a BCUYKM Moenu
Ha YCTPOMCTBOTO, Bepcud Ha
copTyepbT My (Bepcus 5.xx).

B 3aBucmmocT oT mogena B
YCTPONCTBOTO ca BrpageHu
pasnnyHn BXOQHO N3XO0OHU
BEPUTU: penenHu n3xogm,
BX0J0BE 3a aartynum 3a
TemnepaTtypa, anapMeHn BXxogoBe

3a KOHTaKTHM aaTynum,
3axpaHBal, Mogyn C  LUMPOK
AmanasoH Ha BXOAHOTO
HanpexeHue.

Kato wmpexoBo ycTtponctBo NetControl nogabpxa cnegHute NpOTOKONU U
OYHKLMOHASTHOCT:
- BagbmxkutenHute mpexosn npotokonu ARP, IP, ICMP (ping), DHCP
- 802.1q VLAN nogapbxka ¢ Bb3MOXHOCT 3a paboTa B nbnHusa 12bit VLAN obxsar;
- SNMPv1 npoTokon 3a 4oCTbN 4O BCUYKM NapameTpun n yHKUUN Ha Moayna;
- MQTT npoTokon 3a aBTomaTtmsaums u loT pewieHns
- N'eHepupaHe Ha SNMP-Trap cbobLieHna npy NpoMsaHa Ha BXOAOBE
- ModbusTCP pgoctbn go 10
- leHepupaHe Ha n3xogHW cUrHanu rnpu NPoMsHa Ha aHanoroBMTe BXO4OBe
- TCP/IP ctek ¢ Web Server 3a 4OCTbN 40 BCUYKM NapamMeTpu U PyHKUUKM Ha Moayna;
- Pexxum Ha oTtopusaumnsa Ha Web goctbna
- BbamoxHoCT 3a 3abpaHa Ha goctbna no SNMP 3a koHdurypupaHe
- BbamoxHocT 3a 3abpaHa Ha goctbna no SNMP/Web no mpexa (IP/Mask)
- BbamoxHocT 3a cnupaHe Ha Web goctbna;
- TFTP knueHT 3a ob6HOBABaHE Ha cuctemMHust codpTyep (firmware update)
- JocTbn Ao yctponctBoTo npes obnayHaTa nnatcgopma Ha domo.ipnetcontrol.net
- 8(24) kaHaneH ,ping” MOHUTOP
- SNTP KnNMeHT 3a CUHXPOHU3UPAHE Ha BbTPELHWS YaCOBHMK WM U3NbIHEHWE Ha
Tanmepu
- N MHOTO ApYrn OYHKUMK (CBLLO M NO KIIMEHTCKA NOpbYKa)

C nomowyta Ha NetControl yCnewHo ce pellaBaT cnegHuTe 3agadn:
®  AKTMBEH MOHUTOPWUHT N KOHTPOJT HA MPEXOBU CErMEHTU 1 TpaceTa
e |P oxpaHa Ha TenekoOMyHMKaLMOHHW LWKadoBe 1 apyrm o6ekTn
e CnepeHe Ha Temnepatypa
* |I3amepBaHe Ha aHaNoroBM BEMUYMHU — HaNpPeXeHus, TokoBe W Ap. (B
3aBMCUMOCT OT MOAena)
Smart Home / Home Automation
e OTpanedeHo ynpaBneHue Ha OTONNUTENHU U apyru cuctemm npes MHtepHeT
®* 11 MHOIO ApYyru ...
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1.1. OcHoBeH naHen (3a ctaHpapteH ABS kopnyc). Bb3ctaHoBsiBaHe Ha
c¢habpnUHUTE HACTPOMNKMW.

Becnuku yctponcTtBa ot cepusata NetControl pasnonarat ¢ 10Mbit Ethernet (10/100 3a
dbpmyep 5.x/PicolPv2) nHTtepdenc RJ-45 koHeKTOp, pa3nonioXeH Ha OCHOBHUS MaHen.
YCTaHOBABAHETO Ha Bpb3Kka C OTCPELLHOTO YCTPOMCTBO Ce MHAULMpa OT cBeToauoda Ha
OCHOBHMS NaHen ,Link”. MNMpu BxogHo/n3xogeH Tpaduk ceBeToanoabT NpemMuraea.

®abpunyHuTe IP HacTpowku ca:

IP address: 192.168.1.100
NetMask: 255.255.255.0
Gateway: 192.168.1.1

Mpean ga onutate AOCTbM OO YCTPOMCTBOTO MPOBEpeTe fanv umarte HopmarieH
MpexoB gocten o IP agpecbtT My. 3a uenta mMoxe fa m3nonssaTe komaHgaTa ,ping
192.168.1.100”. B cny4an, 4ye He nonyvyaBaTe OTroBOpP OT YCTPONCTBOTO BEPOSATHO Mmarte
npobnem C MpeXoBUTE HACTPOMKM Ha CaMOTO YCTPOMCTBO, Ha MpexaTa, B KOSTO ro
n3nonssaTe UM Ha KOMMTbpa OT KOUTO ce cBbp3Bare!

POWER 3axpaHBaLlo rHe3fo 5.5x2.1
12VDC +-10%.
KoHcymMmnpaHaTa MOLLHOCT 3aBucK oT mogenal

ETHERNET | RJ45-F, AutoMDIX 10/100 (10Mbit 6e3 AutoMDIX
3a pbpmyep 3.xX) CbC 3awmTa OT AndbepeHumanHo
npeHanpexexne (10V)

5
- <
0XO

RESET 3agbpxaHe Ha OyToHa nMpu BKIKOYBaAHE Ha
3axpaHBaHeTO BOAM OO Bb3CTaHOBSABaHE Ha
abpunyHmute  HacTtpoukn. Ceetoguoga ,ACT”
NnoTBbPXKAABa ornepaumsata c npeMmmreaHe 5 nbTu.
Mpn Bepcus 5.11+: nycHete OyTOHa, LWOM
cBeToaMoA4bT 3anodBa ga npemurea (OaHHUTE ca
3apeaeHn).

POWER ETHERNET

LINK Led CseTtn npu yctaHoBeHa Ethernet Bpbaka. NMpemursa
npu NnpeMmmHaBaHe Ha TpaduK.

RESET
O

ACT Led Mo nogpas3bupaHe CBETU NOCTOSAHHO NPW NOAAAEHO
3axpaHBaHe. CogTyepHO moraT ga My ce 3agagar

ApYyrn QOYHKUMN.

YcTponctBoto € ¢ rabaputHu
pasmepn 118x72x35mm. Ha gbHOTO My
ca npeaBuaEHN OTBOPU 3a OKavBaHe Ha
CTeHa  nocpeacTBOM  [ABa  BUHTA.
PascTtosaHneTo mexay BMHTOBETE TpsibBa
aa e 70mm.
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1.2. Kopnyc 3a DIN wuHa

Hsakon mogenu ca obypyasaHu ¢ kopnyc 3a DIN wuHa ¢ pasamepn 105x65x90mm u
nspaboteH ot ABS VO (UL94V-0) maTepunan.

B 3aBucumoCT OT Mogena ce npegnaraT pasnuyHuM KOHUrypauum OT BXOOHO-
N3XOAHN TEPMUHANW, KaTo Ha AONHUAT pesd BuHarn ca 4octbnHn RJ45 n Reset 6yToHa.
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2. locTbn 4O YCTPOUCTBOTO

2.1. JocTtbn npe3 obnayHara nnatdopma Ha domo.ipnetcontrol.net

~omartSpace Cloud” npeacraBnsiBa cbpBbpHa nnatopma 3a KOMyHUKaUMs C
NetControl yctponcteata. Ta e cHabaeHa ¢ mogepeH WEB nHTepdenc n e goctonHa 24/7
OT KOMNIOTBP, Tabnet unu TendoH. CneunanHo 3a MOOGUNHU YCTPOWUCTBA € HanuyHa u
,Lite” Bepcusa Ha mHTepdernca ¢ 4OCTbMN CaMO A0 OCHOBHUTE (PYHKUMM U USKNHOYUTESTHO
KOMMaKTHa BU3NS.

Bcsiko NetControl yCTPOUCTBO Ce CBbp3Ba aBTOMATUYHO KbM nnatdgopmarta (ako e
paspeweH 'SPC mode') 1 3a ToBa He ca HeobxoaMmun abComnTHO HUKaKBU crneunuyHm
MPEXOBU HACTPOWMKN, OCBEH CTaHAAPTHUTE HacTporku 3a mpexa IP/IMASK/GATEWAY un
NHTepHeT Bpb3ka npe3 3agageHnsat GATEWAY.

B Hed nmaTe HeorpaHMyeH 1 NOCTOSAHEH AOCTbN AO:

1. Benukn HanunuHm BxogHo/vaxogHu Bepurk Ha NetControl - penenHn unaxoaw,
n3mepBaTesnHy BeEpUrn 3a HanpexeHue, Temnepartypa v T.H., anapMeH BXO4 U Ap.

2. Victopus 1 0T4ETU 3a BCUYKM JaHHU OT U KbM YCTPONCTBOTO

3. OTuMTaHe Ha pasxod Ha eHeprus n n34ncrnsaBaHe Ha CTOMHOCTTa No Tapudu.

4. N3BecTsBaHe (N0 e-menn, onuyuoHanHo no SMS) no 3agageHn ot notpebutens
cueHapum

5. MoweH mogyn 3a onvcBaHe Ha aBToMaTu4HM 3agadn/cueHapumn (Macros): Tyk
aedpuHupate ycnosus (KomMOumHaums OT Bpeme wu/wunu wnHgopmaumsa oT Bawwute
YyCTPOWCTBA) MpM HaACcTbMBaHETO Ha KouTo ga Obae crapTMpaHa 3agageHa oT Bac
nocregoBaTenHocT oT gencteus. CamaTta nocnegoBaTenHoCcT OT AEWCTBUS CbLLUO MOXe
Aa CbAbpXa YCnoBusa 3a CbCTOSIHWE Ha ypeau unu Bpeme, cnopen KouTo AencTBusaTa aa
noemat No eAuH Unu gpyr, onpegerneH ot Bac nbT.

Bcunyko, koeto Bu e Heobxoaumo 3a ga "Bnesete” B obnaka e:

1. Yctponcteo NetControl (Bepcus 3.00/5.xx 1 no-HoBa)

2. Joctbn go NHTepHeT 3a yCTPONCTBOTO

3. besnnatHa peructpauunsa Ha domo.ipnetcontrol.net

2.2. loctbn ype3 Web 6paysep

NetControl nma BrpageH HTTP cbpBbp, KONTO oTroBaps Ha ctaHgapTHUs 80-n nopT
TCP.
3a ga pocTtbnuTe YCTPOMCTBOTO MPOCTO 3apedeTe agpechT My B bpaysbp (Firefox,
IE, Chrome ...), Hanpumep http://192.168.1.100. Lle Bu 6baat nomnckaHn notpedbutencko
nme n napona. PabpnyHnTe UM CTOMHOCTH ca:
User=admin, Password=admin.

WEB cbpBbpbT, BrpageH B YCTPOMUCTBOTO, pasnosiara ¢ pexum Ha 6rnokmpaHe (HTTP
auth brute-force blocking) Ha wMHOXecTBO onutn 3a brute-force aTakyBaHe Ha
notpebutenckoto wmme u naponarta. [lpu nocnegosatenHn 10 onuTa C rpeLwwHn
notpebuten/napona ce 6nokupa msusano goctobna go WEB cbabpxaHneTo (M3Bexaa ce
rpewka '503 Service Unavailable'). brniokupaHeTo npoabikaBa 3a Nnepuog oT 5 MUHYTU K
cnen ToBa OTHOBO ce paspewasa. |IP agpecbhT Ha nocnegHoTo BanMOHO BRv3aHe C
noTpebuTten n napona He ce 6rokMpa OT ONMCaHUA MexaHu3bM. PyHKLMATa € BKIIYeHa
no nogpasbupaHe, a oT Bepcus 3.17 Ta MOXe Aa ce akTuBuMpa/geaktmsmpa B MeHwTo ,,IP
Settings”.
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2.3. octbn ype3 HTTP URL komaHau

3a UHTerpupaHeTo B aBTOMaTMU3MpaHN CUCTEMU, CKPUNTOBE U T.H. YECTO Ce Hanara
AWPEKTHOTO NojaBaHe Ha KoMaHau kbM yctpoucteBoto npe3 HTTP. WHdopmauus 3a
dopmaTa Ha gaHHuUTe LWe HamepuTe B pasgen 3.1.1.

2.4. Noctbn ype3 SNMP npoTtokon

B NetControl e 3anoxeHa nogapbxka Ha ocHoBHUTe 3a SNMPv1 komangu: snmpget
n snmpset. C TaxHa nomoLy, morat Aa 6baaT npoyYeTeHN UM NPOMEHEHN CTOMHOCTUTE Ha
KOH(puUrypaumoHHnTe napameTpu. Te ca onucaHu petannHo B creumaneH MIB dann,
KOWTO € AOCTbIEeH 3a cBandHe oT canta www.ipnetcontrol.net.

3a poctbn npe3 SNMP ce unanonssat gse naponu (community string): Read-Only
Community String n Read-Write Community String. C nbpBata € Bb3MOXHO CaMO YETEHE
Ha napamMmeTpuTe, a ¢ BTOpaTta 1 TaxHaTa npoMsaHa.

dabpuyHnTe cToMHOCTU Ha naponuTte ca: Read-Only=public, Read-Write=private

3a noseye MHpopmaums n npumepu 3a nsnonssaHe Ha SNMP komaHguTe oTugeTe
Ha cTp. 52.

= lpu usnonssaHe Ha SNMP 3a docmwbn, Oa ce usnonssam snmpget u snmpset camo kbm eOuH OID,
; 2 a He kbM 2pyna om OlDee. [pyau komaHOu (snmpwalk Hanpumep) He ce noddwbpxam!

2.5. Doctbn npe3 MQTT

OT Bepcua 5.7 Ha cucTeMHna copTyep ce npeanara Bb3MOXHOCT BXOAHO-U3XOAHUTE
Bepurn Ha NetControl pa ca [OCTbMHW 3a KOHTpon npe3 MQTT — onekoTeH
KOMYHUKaLMOHEH MPOTOKON 3a LEHTpannanpaHo ynpaBrieHne U MOHUTOPUHT Ha MPEXOBU
ycTponcTtea 3a loT.

MQTT koMyHuKauusTa e peanuanpaHa, KaTto anTepHaTMBa Ha Bpb3kaTa CbC
SmartSpace Cloud n notpebutenatr Tpsbesa ga u3bepe koM OT ABaTa HayMHa Ha
ynpaerneHue ga n3nonaea (Unv ga geaktmeupa nsusano BbHLWHOTO yNpaBreHue).

Mo-nogpobHa nHdopmauus we HamepuTe B pasgen 5.

2.6. Joctbn npe3 ModbusTCP (ot v5.56)

Ot Ta3n Bepcus e gobaBeH JOCTHMN A0 BXOAHO-M3X0OQHUTE Bepurn Ha NetControl Npes
ModbusTCP npotokon. NpoTokonbT € pasnpocTtpaHeH npu PLC cuctemute, B conapHute
WHBEPTOPU U OpYyrM CUCTEMM 3a aBTOMATU3aLNS.

BrpageHnat ModbusTCP cbpBbp € Ha ctaHgapTHua nopt 502 (TCP).

TbM-KaToO NPOTOKONBT HAMa BrpajeHn cpeactsa 3a ayTopmsaums U CUTYPHOCT e
npenopbYMUTENHO Aa KOMOMHMpaTe M3Non3BaHeTO My C OYHKUMATA 3a OrpaHM4aBaHe Ha
Aoctena [o cbpBbpHUTE ycnyrm no IP agpec (Buwxte 3.2.5). o nogpasbupaHe
ModbusTCP e 3abpaHeH BbB (habpuiHntTe HacTporkm Ha IP ountbpa.

B cnegBawara tabnuua ca nocoYeHn BCUYKK noaabpXXaH agpecun 3a AOCTbIl, KaKTO
M TMnNa KoMmaHau, ¢ KOUTO MoraT Aa ce AOoCTblBarT.

o Copebpbm noddvpxxa camo eOHa TCP cecus!

Yempoticmeomo omeoegaps Ha ¢hukcupaH adpec 0x01 (Unit Identifier/Device ID)!
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Hdoctbn (FuncCode)

Appecu

OnucaHue

ReadCoils (1)
WriteSingleCoil (5)
WriteMultipleCoils (15)

3a 1bit gocTbn 00 UMPOBUTE BXOOHO-U3XOAHU
kaHann (ON=1, OFF=0)

ReadHoldingRegisters (03)
ReadlnputRegister (04)
WriteSingleRegister (06)
WriteMultipleRegisters (16)

16bit pgocTbn [0 BCUMYKM  BXOOHO-M3XOOHM
Bepurn. 3a  uudposuTe ON=0x0001,
OFF=0x0000; 3a aHanorosute (ceH3opwn) — 10bit
ctonHocT (0...1023) Ha AL (moxe camo ga ce
yete).

ReadlnputRegister (04)

1000

1063

1064
1079
(v5.59)

32bit (BigEndian) poctbn (peructpute ca no
asouikn, Hanp. 1000-1001, 1062-1063 3a Bceku
IO kaHan) o BcuykM 326p. BXOOHO-U3XOOHM
BEPUIK.

3a ungposute ctomHocTtTa € oTHoBo 0/1 3a
OFF/ON.

3a aHanoroBuTe/CeH30pHN — CTOMHOCTTa e 32bit
float, koMTO cbOTBETCTBA Ha CTOMHOCTTa Ha
3agjageHus ceHsop 3a Bxoga (Hanp. 3a TDS300
cTonHocTTa we 23.5 rpagyca).

3a BxogoBe TuN 6BpoAY Ha umnyncum —
CTOMHOCTTa Ha 6pogaya (Ton e 32bit).

3a Vritual 10 (ot v5.59) ce u3non3sa obxeaTta
1064...1079 (Ha npakTuka BUpTyanHuTe nopToBe
ce aBaABaT cnepq 32-Te 6pos xapAayepHu Takmea).

ReadDeviceldentification (43)

OTroBop®bT Ha Tasu 3asiBka CbAbpXKa camo
AaHHuTe oT Basic kaTteropuara:
(OVendorName=“Neomontana Electronics”
(1)ProductCode="NetControl MOD=xx"
(2)MajorMinorRevision="V5.56”

/ 'xx" e ko 3a koHKkpeTHUs mogen NetControl /

OnuT 3a YeTeHe Ha agpecy WU3BLH MOCOYMEHUTE Le [oBede A0 BpbliaHe Ha
cbobuieHne 3a rpewka ,lllegalAddress®. Moxe ga ce nogasaT KOMaHOM 3a 3anuc KbM
agpecuTe Ha aHanoroBMTe BXOO4OBE — He ce TpeTupaTt KaTo rpellka, HO HAMa ga ce

N3NbJTHA HAULLO.

Peructpute ot obxsata 1000 ...1061 TpssibBa ga ce nsumtaTt BUHArK No ABOVIKK (MK
yeTeH obLy 6pown) n cTapToBUAT agpec Ccblo TpsbBa Aa e 4yeteH! B npoTuBeH criyvan we
ce BbpHe cbobLleHne 3a rpewka ot Tuna ,lllegalAddress®.

32 (24)-Te agpeca 3a JOCTbN 4O BXOO4HO-U3X0OHUTE Bepurn cboTBeTcTBaT Ha SNMP
,Homep [P]” Ha HanuuyHUTE 3a BCEKM MOAEN KaHann (BUXTE OMMCAHMETO Ha KOHKPETHMS
Mogen B pasgena My ,Bpb3ka mexagy kaHanute u SNMP obektute 3a poctbn).
EonHcTBeHaTa pasnuka, e ye npu SNMP nbpBuaTt kaHan e ¢ Homep 1, a npu ModbusTCP
— 0 (T.e. TpsibBa aa ce nssagm 1 ot 'Homep [P]' 3a aa ce nonyun agpeca 8 ModbusTCP).

Honyctnmo e (3a yHuduumpaHe) BuHarn ga ce 4yetaT BCUYKM agpecu, KaTo Ha Tesn,
Ha KOUTO HAMa pearnHu BXOA0Be-U3X04uM 3a AafeH Mofen Lie ce Bpblya Hynesa CTOMHOCT.

www.ipnetcontrol.net
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3. YnpaBneHue/koHdpurypupaHe Ha yctpoucteoTo npe3 Web

3.1. YnpaBneHue/cTaTyC Ha BXOQHO-U3XoaHUTe Bepurn (MeHto ,,Status”)

HavanHaTa cTpaHuua, KOATO ce 3apexga npu -My NetControl
ycrnewHa ayrtopmsauma Ha Web apgpeca Ha
YCTPOMCTBOTO m3rnexga taka (cnopea mogena we| 18.1°C Temperature
ce BwxKaaT pasnuyeH 6pon Bxogose/naxoamn). [1o Hes

ce JOCTUra 1 Ypes MeHioTo ,Status”. avae Hhet
MNpwn un3bop Ha wmmeto Ha ycTtponctBoTo ,My| OPEN Alarm
NetControl” ce Bnu3a B 4acTtTa ¢ HaCTPOUKN My (Tam
ca pasnonoXeHun N3bpoeHnTe No-40oy MeHTa).
B ropHuaT kpanM Ha cTaTyc cTpaHuuaTa ca Macro 01
aHanorosuTe BXo4oBe (TemnepaTypa, HanpexeHue u
T.H.) C TEXHUTE NMEHa N TeKyLLa CTOMHOCT. P -
Cnepgar MaKpocu, neduHMpaHm oT S‘Siﬁh Line 1
notpebutens WM HaCTPOeHM na ce BwxgaT Ha| Prad DL o N
ueHTpanHarta ctpanuua. OT Tyk Te morat ga 6vaar fs—w Line 2
PBYHO CTapTUPaHM. il

CﬂeﬂBa L|_||aTa rpyna ca U.Vl(ppOBMTe BeerM, Manual Cutput, Initial=0f

KOUTO MoraT ga ca BXOOOBe WNu M3Xoaum crnopen fm Line 3
YyCTPOMUCTBOTO. Ype3 OyToHUTE Cce MNpPOMEHs ON i
CbCTOSIHMETO UM (aKo ca U3XOAM), KaKTo U ce BUxkda| — '
TEKYLLOTO UM cbCTosiHME. Mo MMeTo Ha kaHana €| | swieh Line 4
onucaH n n3dbpaHnsaT B MOMEHTa pexum Ha paboTa. ON S
Hanuunn ca n 6ytoHute ,All On/All OFF”, ypes —
KOUTO MoraT C eAuvH KUK fa ce BKmoYaTt unm| ———
M3KMYaT BCUYKM penerHu wmsxoan (He Baxu 3a| | alorr
MakKpocuTe). \ b
MoxeTe Oa 3agageTe BpemMe 3a aBTOMATUYHO
npesapexgaHe Ha Tasu CTpaHuua ako uckaTe aa Auto refresh |10s |

crnegute aBToMaTUYHO CTOMHOCTUTE Ha KaHanuTe.

3.1.1 YnpaBneHue/ctatyc Ha BxogHo-usxogHute Bepurn 4ype3 URL komaHgm (3a
MHTerpumpaHe KbM BBLHLUHO ynpaBrieHue npe3 CKpunToBe v Aap.)

Ako e Heobxogumo ga nogagete komaHga npe3 URL agpec 3a BknuBaHe wunu
N3KNYBaHe Ha AafeH nsxog (Hanpumep npes ckpunT) Tpsadea aa nanonssate HTTP GET
3asiBKa KbM crnegHus agpec:

http://<NetControl IP address>/iochange.cgi?ref=ioreg.js&PP=VV
, KbOeTo

- PP e Homepa Ha kaHana P Ha NetControl (BbB cbopmat asyumdppeHo HEX yncrno ¢
BoAeLla Hyna). 3a KOHKpeTeH MOAen HoMepaTta Ha KaHanuTe Moxe Aa BuauTe B
onucaHmeto Ha SNMP obGekTute, KaTo TyK ce M3non3Ba CTOMHOCTTa Ha [PloT
SNMP muHyc 1. Hanpumep 3a NetControl 8Rxxxx Line1 e ¢ PP=08, Line2 PP=09,
Line3 PP=0A ... Line8 PP=0F;
MoxeTe ga nanonssate PP=FF -TtoraBa nogageHaTta komaHAa e ce NpunoXxm Ha
BCUNYKN wu3xogHn kaHanu (peneta). ToBa e paBHOCUMHO Ha KoMaHAuTe
AlIONn/AIIOFF ot Web nutepdenca

- VV e cToMHOCTTa, KOUTO Ja ce nogage KbM 1U3xoaa: Bb3MOXHU ca ctonHocTum '00' =
n3kntoyn peneto n '01' — Bknoyun.
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Mpumep c 'curl’ (BkNtoun pene ¢ Homep 9, T.e. Line 2):
>curl -u admin:admin "http://<NetControl IP  address>/iochange.cgi?
ref=ioreg.js&09=01"

Ha 3asBkata NetControl otroBapsa ¢ JavaScript dawna ioreg.js (ako He Bwu
WHTepecyBaT AaHHUTe OT hanna, Moxe Aa 3aMeHuTe 'ioreg.js' cbe 're-done' BLB 3asiBKaTa
M Toraea e ce Bpbwa manbk HTML dann). JS danna ceapbxa ctpuHra 10, B koMTo ca
TeKyLUTEe CTaTyCn Ha BCUYKN BXOOHO-U3XOAHN BEPUTK:

10="00,00,00,00,00,00,00,00,01,00,00,01,00,00,00,00,00,01,01,00,00,00,00,00,01C
B,0015,000C,005A,005A,0068,03FD,0145"

MbpBOTO 4Mcno ce oOTHaca 3a kaHan c [P]=1, BTopoTto 3a [P]=2 .... n Taka 3a
BCUYKNTE 24 UMKDPOBM BXOOHO-U3XOOAHW BepurM (He BCUYKM OT TSX Ca AOCTbMHM B
KOHKpeTHUSa NetControl mogen). N Tyk ctonHoct 00 oTroBapsa Ha uskrnoyeHo, a 01 — Ha
BKITHOYEHO CBHCTOSIHME.

MocnegHuTte 8 uucna, ca CTOMHOCTUTE 3a 8-Te BXo4a Ha aHanoroBo-uUMpoBus
npeobpasosaTen (ctorHocT oT 0 go 1023), kaTo Bpb3KaTa CbC CEH30PUTE HA KOHKPETHUS
NetControl € OTHOBO nNpe3 Homepa Ha kaHana [P] ot SNMP obektute 3a goctbn.

Beuukn uncna B 10 ca wectHageceTnyHu!

C unsuutaHe aupekTHO Ha ,http://<NetControl IP address>/ioreg.js” BwuHarn mmaTte
AOCTbM A0 MOMEHTHOTO CbCTOSIHNE Ha BXOAOBETE U U3XOAUTE.

3a ynecHeHne Ha noTpebutenute cme nybnukyBanuM Ha www.ipnetcontrol.net
npumepeH PHP kog 3a goctbn Ao BxoaHo-uaxogHute Bepurn npe3 HTTP URL, kakto n
npe3 SNMP.

3.2. MpexxoBu napamMeTpu 1 HacTponku (MeHto ,,IP Settings”)

BAXXHO!!! [Nopadu cneyugpukama Ha SNMP npomokona, kolimo ce noddbpxxa om ycmpoucmeomo
' (Heeb3MOXHOCM 3a edHospemeHeH docmbil 00 Hsakosiko OID), nbpeoHayYanHama Hacmpolka Ha
a» [P/Mask/Gateway e xenamen+o da ce Hanpasu npe3 Web. B npomuseH cry4al moxe Oa ce okaxe
HEB8BL3MOXHO 3adasaHemo Ha XesfaHume HacmpoUKu, nopadu oepaHu4yeHUemo 3a fnpomMsiHama um
M0eAUHUYHO.

3.2.1 Cekumnsa ,,IP Configuration“

Software Version 1 | Tekywa Bepcuss Ha codpTyepa B YCTPOUCTBOTO W Bpeme OT
Uptime nocnegHnAT My pecTtaprT.

MAC address MAC apgpec Ha ycTponctBoTo (TpsbBa Aa € yHUKaneH B paMKkuTe
Ha fokanHaTta mpexa)

Ethernet Settings Bpb3ka KbM CTpaHuMUa 3a HacTponka Ha napameTpute Ha Ethernet
Bpb3kaTa. 3a noBeye nHpopmaunsa BuxkTe crneq tabnuuara.

WiFi enable mode |Pexnm Ha paboTta Ha WiFi mogyna (BOCTLNHO € caMO 3a MOAENU
¢ ponbnHuteneH WiFi mogyn).

[ocTbnHu ca gBa pexuma:

'When Ethernet Down': WiFi ce aktmBupa npu oTnagaHe Ha
Ethernet Bpb3kaTa (T.e. bmsnyecko npemaxsaHe Ha kabena wnu
cnvpaHe Ha oTtcpelwHoTo yctponcTteo). WiFi ce geaktusupa npu
Bb3CcTaHoBsABaHe Ha Ethernet Bpb3kara.

'Never': WiFi mogynbuT e feaktusupaH

IP address, Subnet |CtaHgapTHUTE MpEXOBM HAacTPOWKU 3a agpec, Macka M L3 3a
mask, Default AocTbn o1/40 HTEpHET/BBHLLHM MpeXxu
gateway
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Primary/Secondary
DNS server

IP agpecn Ha DNS cbpBbpM, KOUTO Ce U3Non3BaT 3a HamupaHe Ha
IP agpecute Ha umeHata ot ,DNS names cache”. lNbpBo ce
nsnonsea Primary cbpBbpa — ako ce Nonyyum Ko 3a rpeLuka unm
nunca Ha OTroBop ce npasu onuT ¢ Secondary cbpBbpa. AKO n
ABata He papaT pesyntat — creg 15 MuHYTM ce 3anoysa
OTHa4arno.

DHCP client

Onpegensa panu napameTpuTe  adpec, Macka W W3 ca
CTaTU4HO 3aJafdeHn unu ce nosny4daeat guHamudHo npe3 DHCP
NPOTOKON

Tagged VLAN mode

AkTuBupa pexum Ha TarHat VLAN (802.1q)

VLAN ID

Tar (ID) Ha VLAN B pexum ,Tagged VLAN mode=Enable”

Access MAC
address 1 and 2
/ Global access
filters/

OrpaHnyaBaHe Ha [oOCTbMNa OO YCTPOMCTBOTO KbM A0 ABa MAC
agpeca. HyneBa CTOMHOCT Ha afpec He ce B3ema B npeasus,
(cboTBETHO M ABETe HyneBn = 6e3 orpaHMyaBaHe Ha 4OCTbNA).

lpu usnonseaHe Ha 3awuma no MAC adpec, 0a ce uma rpedsud, ye
' npu docmbn OM 8bHWHU MPEexXu, KbM MOOyna rpucmuaam rnakemu ¢
a» MAC adpeca Ha Default Gateway. B makbe cry4at mou mpsibea Oa
6b0e suHazu 3adadeH kamo eduH om Ggama adpeca ¢ 00CMbI.

Network IP/MASK
/ Global access
filters/

3akntouBaHe Ha OOCTbMNa OO YCTPOMCTBOTO camoO OT 3agageHara
mpexa/macka. Macka 0.0.0.0=6e3 3akntouBaHe. M3xogdawm ycnyru
(kato SPC, MQTT) He ce BNUAAT OT TO3MN punTbp.

Bawumama no MAC adpec e ¢ MO-BUCOK npuopumem om masu ro
IP/MASK!

Ako Bu ce Hanoxu da npomeHsime npes SNMP napamempume Ha
Mpexama 3a docmbil Mbpeo Hacmpouisalime IP adpeca npu omeopeHa
macka (0.0.0.0), a cned mosa mackama. B npomuseeH cnyuyal (rnpu
cmsiHa mbpeo Ha IP adpeca, npu Hskakea 3adadeHa macka) Moxe Oa ce
rnonyyu HexenaHa kombuHauyuss om IP/MASK u Oda ce brnokupa
docmwbria.

(= =

External managing
service

OT TyK MOXe Aa ce 3agaje no KakbB NPOTOKON Aa ce ynpasnsiea
YyCTPOMCTBOTO oThaane4veHo: SmartSpaceCloud
(domo.ipnetcontrol.net), MQTT unn 6e3 BLHLLHO ynpaBneHue.
Mopg Tasm HacTpoKika ce n3nucea n ctatyca Ha Bpb3kaTta
ONLINE/OFFLINE.

TFTP client PaspelwaBa/3abpaHsiBa obHoBsBaHeTO npe3 TFTP
TFTP server IP IP agpec Ha cbpBbpa, CbabpXal, uMmmnoxa 3a obHoBsiBaHe. 3a
address noseye MHOpmaumsi OTHOCHO oGHoBsiBaHe npe3 TFTP otnpete

Ha cTp. 35.

SNTP server IP
address

IP agpec Ha NTP/SNTP Time cbpBbp 3a CUHXPOHM3MpaHe Ha
yacoBHMKa (Heobxoaum e 3a pabota Ha wmoagyna Timers).
CtonHoct 0.0.0.0 — pgeakTmBMpa CUHXPOHU3MPAHETO M Moayna
Timers.

HTTP access
(ot v5.38)

HeakTusunpaHe Ha goctbna npe3 Web. YgayHo e ¢ uen curypHocT:
npu Beve KOHUrypupaH u MHCTanMpaH Moayn, KOMTO M3nonsBea
ApYyr1 KOMyHUKaumoHHn npotokonu (SNMP, MQTT, SPC).

HTTP listening port

[laBa Bb3MOXHOCT 3a 3agaBaHe Homep Ha TCP nopTt, Ha konTo Aa
,cnywa“ WEB cbpBbpa. [Jonyctumun ctonHocT ot 1024 ... 65535.
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CtaHpgapTtHO e 80.

HTTP auth brute-
force blocking

OT TyKk MOXeTe pga akTtuBpaTe/geaktmBumpate QyHKUMATa 3a
3awmta ot brute-force ataka Ha Web cbpBbpa. 3a noseve

(ot v3.17) NHpopMaLnS 3a PyHKUMATa BUXKTE 2.2.
Reboot if no RX Hactponka 3a codptyepeH Watchdog, kouto cnegn 3a
frames in noctbneawm Ethernet ppennmose. Ako HAMa BxoasaLwWwm dperimoBe

3a 3agageHuaT nepuog ot Bpeme —  NetControl ce
camopecTapTupa. PyHKuMATa ce [eakTMBupa nNpu 3agaBaHe Ha
ctonHocT 0 Ha BpeMeTo.

ACT LED mode

3apaBa pexmma Ha pabota Ha ACT LED wHgukatopa Ha
YCTPONCTBOTO. [IOCTBMHM ca CnegHUTe pexuMmu:

-“Power ON”: cBeTM NOCTOSAHHO TMpPU 3axpaHEeHO YCTPOWCTBO
-“Incoming PING request”: npemurea Ha Bceku noctwnun ,ICMP
Echo request® kbm IP agpeca Ha ycTponcTBOTO

-“Incoming PING reply”: npemurea Ha Bceku noctbnun ,ICMP
Echo reply“ kbm IP agpeca Ha ycTponcTBOTO. TUNUYHO TOBa Lie
OTroBOp OT OTAaneyeHo YCTponcteo, HactpoeHo B ,PNIG
Monitor”.

-“Incoming PING Any”: npemurea u 3a aBata npegHu criyvas
-“DHCP Valid IP”: Korato nanonssate mogyna B DHCP pexum,
MHOMKaTOPBLT cBeTBa npu nonydeH sanuaeH IP agpec. MNpu pexum
Ha CTaTU4YHW HACTPOWMKW, MHAMKATOPBT We paboTtu kato "Power
ON".

-“WiFi Link/Rx”: MNpu pexum Ha paboTta WiFi cBeTtognoabT cBeTn
MOCTOSIHHO NMpW ycTaHoBeHa Bpb3ka ¢ AP 1 npemurea npu BXoasiy,
Tpaduk. MNpu WiFi ceetognoawsT Link/ACT He cbyHKUMOHUMPaA.

IO User web
account

(o1 v5.35)

HacTtporku 3a BTOpUAT (HeagMUHUCTPaTUBEH) noTpebuten 3a
Web goctbn. Moxe ga ce aktmBMpa unu geaktmBmpa, Kakto n ga
My Ce onpeAenu pexuM Ha [OCTbM [0 3arfaBHata CTpaHuua:
Read Only nnu Action.

®abpu4yHo (unu cned wbndeldm Ha Mo-cmapa 6epcusi) emopusm
nompebumen He e decbuHupaH u 3a 0a ¢hyHKYUOHUpa € He0bXxoduMo
cned kamo e 8 pexum Enabled, da ce 3adadam ume u napona om

' meHomo ,Misc”.
lMocmassHemo Ha  Hacmpolkama 6 Disabled deakmusupa
2 ompebumens, Ho He My uampusa 3adadeHume ume/napona. lpu HO8o
akmusupaHe ¢ Enabled we ca eanudHu nocrnedHUmMe ume u napona.

»Ethernet Settings”

OT TOBa NMOAMEHIO MOXeTe [a HacTpouTe U3NYECKUTE NapaMeTpyu U PexuMMm Ha
Ethernet Bpb3kaTta. MoxeTe Oa 3agafeTe pbyYeH pexuM Ha CKOpoCTTa M Aynnekca Ha
Bpb3kata M [[a [feakTuBuMpaTe aBTOMATMYHOTO pasno3HaBaHe Ha RX/TX ycykaHuTe
Asonkn. MimaTte goctbn 4o MHGOpMaLmMs B KaKbB PEXUM € YCTaHOBEHA TeKylliaTa Bpb3Ka.

B o6wusa cnyyan (HactpomrkaTta e Link=Auto, Auto MDIX=Enabled) He e HeobxogmMmo
Aa ce npaBsT NPOMEHU, OCBEH ako He Bb3HUKBAT NPoOfemMu ¢ Bpb3KkaTa C OTCPELLHOTO

YCTPOWCTBO.

»WiFi Settings”

ToBa MeHIO € [JOCTbMHO camo npu Hanudneto Ha WiFi mogyn. 3a noseve
MHdOpMaLnsa BUXTe pasgen 6.
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3.2.2Cekumns ,,.SNMPv1 access settings” n ,,.SNMPv1 traps/remote 10 settings,,
B Tasn cekumsi ca BCMYKM HEOOBXOAMMMN HACTPOMKM 3a 4OCTbNBAHE HA YCTPOMCTBOTO

no SNMP npoTokon.

SNMP protocol

Yka3Ba rnobanHoTo paspewaBaHe unu 3abpaHsisaHe Ha SNMP
npoTokona

Listen on UDP port

Onpepena UDP nopta, Ha kouto ,cnywa“ SNMP cbpBbpa B
ycTponcTBoTo. BanugHm ctomHocTt 161 (cTaHgapTHO) uwnu
1024...65535.

Access to IP
configuration

Onpepensa ganu npe3s SNMP morat ga ce npomMeHAT napameTtpu
ot IP HacTponknte Ha ycTtpoucTBoTo. He Bnusie Ha KoMaHOu 3a
yeTeHe/3anuc oT BXOAHO-U3XOQHUTE MOPTOBE.

RO community
string

Mapona 3a yeTteHe (4-13 cMmBONna Ha NaTMHULA)

RW community

Mapona 3a yeTeHe n 3anuc (4-13 cumBona Ha naTUHULA)

string

B cnepgpawarta cekuma ca HacTpoukuTe CBbp3aHu C reHepupaHeto Ha SNMP
aBToMaTu4yHM “trap” cbobueHuns ot NetControl. 3a fa ce n3nonaea Tasm PyHKUMOHANHOCT
€ Heobxoamm cneumarneH cbpBbpP, KOUTO Aa obpaboTea Te3n cbobLieHme.

HacTtporikata e koMBuHMpaHa Cc HacTponkaTta 3a Apyro ycTponctso NetControl, KOETO
Aa ro komaHgsate npe3 Macros. 3a noseve nHdopmaunsa BuxTe pasgen 3.4.1.

Target IP IP agpec Ha SNMP trap cbpBbp, KbM KOWTO ga ce wmsnpaiuart
reHepupaHn SNMP traps. CbobuweHusata ce wusnpawaT KbMm
ctaHgapTHus nopt 162 (UDP).

Tosun IP agpec ce mn3nonssa un 3a ,Remote 10" - nsnpawaHe Ha
komaHaun (npe3 Macros) kbm gpyro NetControl yctponcTso.

Community string Mapona 3a TRAP cbpBbpa (4-13 cumBOona Ha natuHuua) wu

cbLUeBpeEMeEHHO 3a ,Remote 10”.

UDP port for remote
10

Onpepensa UDP nopta, Ha konto we ce wusnpawat SNMP
cbobuwenunaTa 3a ,Remote 10”. CtaHgaptHo SNMP nonasa nopt
161 (UDP), HO MOXe fa ce 3agagaT U Apyrn CTOMHOCTM.

3.2.3 DHCP - auHaMu4HoO 3apexaaHe Ha OCHOBHUTE MPEXOBU NapameTpu

YcTponctBoTo nogavpka npotokona DHCP, konto nosBonsiBa ga ce 3apegsaT

ANHaMn4yHo (npu Hannyme Ha DHCP cbpBbp B Mpexarta) cnegHuTe napameTpu:

- IP agpec (IP address)

- MpexoBa Mmacka (Network mask)

- wmo3 no nogpasbupane (Default Gateway)

- DNS cbpebpu (option domain-name-servers) — 26p. (o1 v5.37)

- TFTP cbpBbp (option swap-server) 3a obHoBaBaHe (cneq v3.3)

- SNTP cbpBbp (option ntp-servers) — B3ema ca camo nbpBusaT IP agpec

MbpBuTe Tpyn napameTtbpa IP/Mask/Gateway ca 3agbmkuTenHusas MMHMMYM 3a ga
YHKUMOHUPA HOpMasrHo ycTponcTBoTto. OcTaHanuTe napameTpu, ako He ce nogagart
npes DHCP npoTokona, wu3nonssaT nNoOcCnegHo 3agafeHuTe cTaTUdHM CTOWMHOCTM OT
HaCTPOWKUTE.

Mpe3 DHCP cblwo moxeTe na n3beperte n oT MMeHaTa Ha xoctoBe camo 3a TFTP un
SNTP Hesasucumo, ye DHCP gupekTHO He no3BonsiBa ToBa. 3a uenta kato IP agpec

www.ipnetcontrol.net
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TpsibBa ga 3agagete 0.0.1.D, kbaoeto D=[1..10] cboTBETCTBA Ha HOMEpPA Ha UMETO Ha
XocTa oT cnucbka ,DNS names cache” (Bux 3.2.4).

1L

NetControl  cbxpaHsiea 8 eHepaoHe3zasucuma (FLASH) namem ecuyku ceou HacmpouUKu,
BKIIIOYUMESIHO U Mpexosume makusa. 3apedeHume npe3 DHCP napamempu HE eodsm do
obHoesisaHe Ha me3u 8 FLASH namemma (oceeH ako e pexum Ha DHCP He ca usnonssa Web
cmpaHuyama ¢ Hacmpotikume u ce HamucHe ,Apply Settings” — moeasa mekywjume cmoltHocm om
DHCP we 6wlOam 3anucaHu 6 namemma). 3a moea npu u3ko4eaHe Ha onuyusma DHCP
ycmpoticmeomo 8b3ripuema rocs1ie0HO 3anucaHume 8 rnamemma HacmpoUKU.

PaspewasaHemo Ha DHCP knueHma rnipu nurica Ha pabomeuw, Cbp8bp (UnU Haaudue Ha Mpexos
npobrnem) moxe dOa 0Oosede 00 Heeb3MoxHocm Ha NetControl Oa 3apedu Mpexosume cu
napamempu U o mo3u Ha4yuH docmbnbm 00 Heeo da ce 3a2ybu. 3a da ce npedomepamu mosa
NetControl us4akea onpedersieH nepuod om speme (0o okosio 40s cred pecmapmupaHemo cu) 3a da
ronyyu Mpexosume cu Hacmpolku. B cnydal, ye He ycnee, NetControl 3apexda nocrnedHo
HacmpolisaHUMe cu cmamuyHu fnapamempu u 3ano4yea 0a pabomu ¢ msix, Kamo CbUE8PEMEHHO
npodnsmkasa 0a mbvpcu DHCP cbpebp. Ako ce nony4u omaoeop om cbpebp NetControl MU2HOBEHO
8b3rpuema Hosume cu OUHaMUYHU rnapamempu.

lpu docmbn npe3 Web u paspeweH DHCP pexum 6 nonemama Ha cbomeemHume rnapamempu ce
usnuceam OaHHume, rorydyeHu om DHCP cbpenpa, a He cmamuy4Ho 3afadeHume makusa! Ako
uckame Oa sudume Kaksu ca 8 MOMeHma 3apedeHume My Cmamu4YyHU HacmpoUKU U3KIYeme
onyusma (6e3 da nomebpxxdasame c ,Apply Settings”) u me asmomamu4yHO wWe ce Mokaxam 8
nonemama.

CneaHuna npumep HakpaTko untcTpupa npumepHn HacTporkute B dhepd.conf (Linux)

3a AMHaAMUN4YHO KOoHurypupaHe B mpexa 192.168.1.0, kaTo Ha onpefeneHo yCTPoMUCTBO
(pico_test, pasrpaHuyaBa ce no pgageH MAC apgpec) ca wuHOuMBMAyanHO UKCMpaHU
IP/Mask/Gateway, TFTP n SNTP.

File: dhcpd.conf (partitial content)

#

# Sample configuration file for ISC dhcpd for Debian

#
# $1d: dhcpd.conf,v 1.4.2.2 2002/07/10 03:50:33 peloy Exp $
#

# option definitions common to all supported networks...

option subnet-mask 255.255.255.0;
default-lease-time 600;
max-lease-time 7200;

subnet 192.168.1.0 netmask 255.255.255.0 {

}

range 192.168.1.160 192.168.1.175;

option domain-name-servers 192.168.1.1, 8.8.8.8;
option routers 192.168.1.1;

option subnet-mask 255.255.255.0;
default-lease-time 3600;

max-lease-time 7200;

host pico_test {
hardware ethernet ec:f2:36:00:0b:db;
fixed-address 192.168.1.158;
option swap-server 192.168.1.104;
option ntp-servers 192.168.1.1;
#Use the second host name from user cache as SNTP server (e.g. 0.bg.pool.ntp.org)
#option ntp-servers 0.0.1.2;

3.24 CnucbK ¢ MMeHa Ha XOCTOBe, KOMTO MoraTt Aga ce nonsBaT OT pasfIUYHU
ycnyru
Ot v5.37 Ha cucteMHus codTyep e gobaBeH cnmcbk oT 10 MMeHa Ha XOCTOBE, KOUTO

mMoraTt ga 6baa u3bupaxu kato agpecu 3a ycnyrmte TFTP, SNTP, SNMP, MQTT wn Ping
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Monitor. 3a Bcaka ycnyra, notpebutenat nsbupa ganv ga nsnonssa nme ot DNS cnvcbka
unu IP agpec. [lo cnucbka ce goctura ot nuHka ,Manage DNS names cache® B MeHi0TO
.IP Settings”.

3a Bcekn ot 10-Te 6pos 3anncu e HanMYHO nose 3a BbBEXAaHe Ha MMETO Ha XocTa
(Hanp. 'yahoo.com'); Bceks HOBOBbBeOeH XOCT TpsbBa Aa Obae nNOTBbPAEH CbC
cboTBeTHUs ByToH ,Change”.

B noneto ,IP address” we ce usnuwe |P agpecbT, konto ca BbpHanu DNS
CbpBbpPUTE UK cbobLieHne 3a rpewka ¢ HenHnaT RCODE. Han-yectute rpeluku, KouTo
we Buante ca NXDOMAIN — TtakbB gomenH/ume He cobliectsyBa unm NOIP — umeTto
cbllecTByBa, HO HaMa IP agpec. B ckobu we suante un (P) unm (S) — ToBa we Bu nokaxe
ko oT DNS cbpBbpute (Primary/Secondary) ca BbpHanu cbOTBETHUS pe3ynTar.

BytoHbT ,Pruge DNS cache” Bu pgaBa Bb3MOXHOCT [da W3YUCTUTE HanuvyHaTa
nHdopmauus 3a IP agpecnte 1 0OTHOBO Aa ce Hanpasu 3anuTeaHe kbM DNS cbpBbpuTe.

Ako uckate ga usnonseate IDN umeHa (Hanp. cbabpXawm Kupunuua n apyru
CMMBOSIM) e HeobxoouMmo nbpBO Aa M npeobpasyBate go ASCIlI (npe3 gagenus B
CTpaHuuaTa JIMHK).

UsnonzeaHemo Ha umeHa Ha xocmoeeme daga no-2onsimo ydobecmeo, HO mpsibea da ce uma
' npedsud, 4ye npoyecbm Ha rnpespbljaHe Ha umemo koM IP (c koemo peasnHo ce pabomu e TCP/IP
a» CMmeka) 0obaes donmbiHUMesnHa nameHmHocm e npouecume. [lpu Ping Monitor mosa 6u moaro 0a
0oselde 00 HeKopeKkmeH timeout.

IP
Settings

Domain names database [ Refresh page }

Mo, Name (max. 63 chars) IP address

1 [wwew.google.bg ) (i72.217.17.227 (7))
(0.bg.pool.ntp.org ) (46.40.123.212 () ][chn_age]
[wwev.googlel by ] (MxDOMAINI) (S ]
¢ | ) 1
e—l
o | )| )

— @
s ) ) (chrage)
0 | ) ) (chmage

10 [ ) [ J Chnage

Purge DNS cache

L%

La

n
p—

=4
—
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3.2.5 duntbp no IP 3a cbpBbpHUTE Yyenyru (SNMP, HTTP, ModBUS)

BbB Bepcua 5.56 e paswupeHa 6asoBaTa cdyHkumoHanHocT (,Global access filters”)
3a OrpaHuM4yaBaHe Ha AoCTbNa A0 npefocTtaBsHUMTE OT Hero ycnyru: ,IP settings” —
,Services access list".

To3n HOB ounTbp nosBongBa onuceaHe Ha go 3 IP agpeca, ¢ nHamBuayanHu
HaCTPOWKM 3a TOBa, KbM KO YCIyrn ce paspeluaBa unm 3abpaHsaBa gocTbna. Ycnyrute ca
camo TakumBa, kouto ca B pexum “listen”, Hanpumep SNMP, HTTP (cboTBeTHO Te3mn
duUnTpu HAMAT BNUAHWE BbPXY naxoadawm ycnyrm kato MQTT, SPC u T.H.).

OcBeH HOMBUOyanHute _
HACTPOKM 3@ YCRyruTe Ha Beeky -o'Veesaccessiist NP TP MBS
bunTbp UMa 1 egHa rmobanHa rpyna c Clients notin list access
HacTpouku (,Clients not in list access"),
KOATO e BanuaHa 3a Te3n |IP apgpecy, client11P (192 ].(168 ].[1 ] [102 ]
KOUTO He ca Hamepwunu CbBnageHve B Client 1 access SMMPHTTP MBUS
cnucbka. 3apaeaHeTo Ha IP  agpec
0.0.0.0 Ha npakTMka geakTuBupa pena
OT CNCHKA. clientziP 0 J.fo Jfo J[o ]
B nocouenus npumep 3a IP agpec Client 2 access SMMPHTTPHBUS
192.168.1.102 ca paspelleHn camo
HTTP »n MBUS AgocTtbn, a TOo3n no Client 3 P [D ][D ][D ][D ]

SNMP e 3abpaHeH. 3a BcsakakBu gpyru SNMP HTTP MBUS

KnueHTckn |IP agpecu ca paspelueHn
SNMP n HTTP, Ho MBUS e 3abpaHeH.

Client 3 access

3.3. BxogHo-u3xogHute Bepurn. Pexxumm Ha paborta u napametpu. (MeHro “lO
Settings”)

B TOBa MeH0 ca cbOpaHn BCUYKM HACTPOMKKN, Kacaelum HarnmyHuTe B yCTPOMCTBOTO
BXOOHO-U3XOOHWN BEPUTU: pereTa, BXOL4OBe 3a TeMrnepartypa, HanpexeHue u ap.

B Ham-ropHuMsaT Kpah Ha CTpaHuuata MoOXeTe [a MocTaBuTe CBOE MMe Ha
ycTponcTtBoTo ,Host name*“. OT nHpopmaumndaTa 3a mogena, KOATo CbLLO € nanncaHa ao
MMETO Ha YCTPOWCTBOTO, uWe ObaeTe OUPEKTHO npenpaTeHn KbM CTpaHuuaTta C
ONUCaHMETO Ha CbOTBETHUSA MOAen.

Coblwo Taka MoxeTe Aga noctasute Bawm umeHa v Ha BCeKM eduH OT HanuyHuTe
Bepurn. ViMeTo We ce BWXOa, KaKTO B HayanHaTta CTpaHuua, Taka U Moxe ga 6bae
nony4yeHo ype3 SNMP 3asBka.

lMomebpxx0asaHemo Ha uMeHama cmasa ¢ omoesieH 6ymoH: ,Change Names”. Ako npedu da 2o
usbepeme nbpeo nomebpdume Opyau Hacmpoulku ¢ bymoHa ,Change Parameters”, mo umeHama
@  Hsama Oa ce 3anasam. [Jeama 6ymoHa pabomsim Hesasucumo eduH om Opya!l!

3.3.1 Uudposu Bxogose-usxoaum (,,Digital /0 Channels®)

B 3aBucumocTt ot mopena NetControl pasnonara C pasnnyHu LUEPOBU BXOAHO-
M3XOOHW Bepurn — peneta, uugposun BxogoBe M Ap. Becuuknm Te ca HanuyHu 3a
KOHpurypupaHe B T03u pasgern.

Visible Onpegens ganu kaHanbsT Aa 6bAe BMAMM B HayanHaTa cTtpaHuua. He
BnNusie Ha goctbna npe3 SNMP; He cnvpa OeNCTBMETO Ha KOMaHOuTe
All ON/AII Off.

Name Mve Ha kaHana (NpomMsiHa B MMeHaTa ce noTBbp)KaaBa C OyToHa

»,Change Names”)

Default 3apaBa HavyarnHoToO CbCTOsAHME Ha u3xoda/Bxoga crnen nogaBaHe Ha
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3axpaHBaHe Ha yctponcteoTo: ON, OFF, Last

B 'Last' nocrnegHoOTO CbCTOAHME Ce NMOMHWU B €eHeproHesasBucuma namet
W Npun pecTapTupaHe ce 3apexja 3anaseHata nocriefHa CTOWHOCT.
To3un pexum He (hyHKLMOHUPaA 3a peXUM Ha nsxoaa ,,Impulse”

3a noBeye nHopmaums BmxKkTe obsicHeHnsaTa cneg Tabnuuyatal

Mode 3apaBa pexvma Ha paboTta Ha kaHana.

3a no-nogpobHa nHdopmaums Bux obsacHeHusTa cnen tabnuuaral
Delay([s] 3agaBa BpemMeTo Ha mmnynca B CekyHan 3a m3xoanm ¢ Mode=Impulse
Impulse[s] Output. MakcumanHa ctonHocT 16383s.
Filter[ms]

Bpememo 'Impulse’ e ¢ mouyHocm [-100ms;0], m.e. peaslHomo epeme e o-
«» Masnko ¢ 0o 100ms unu pagHo Ha 3adadeHomo (om v5.62).

3a undpoBn BXxoOgoBe — 3agaBa CTOMHOCTTa Ha umdpoBua unTbp,
KOUTO punTpupa reHepupaHeTo Ha CbbuTMS npuM npomMsiHa Ha
CbCTOsIHMETO My. B TO3M crniyyan CTOMHOCTTa € B MS, KaTo € Ha CTblka
20ms. MakcumarnHo gonyctnma CTOMHoCT 65535.

lpenopbyumenHo e 0a ce u3nos3eam CMOUHOCM OM HAKOJIKOCMOMUH MS,
Ko2zamo cmasa Oyma 3a MexaHUYHU KOHMaKmu, c8bp3aHu KbM 8xo0a — maka
' ce eapaHmupa, 4e Hsama 0a uma MHoXecmeo cbbumus e credcmeue He
@ pmexaHUYHOMO mpernmeHe Ha KoHmakmume npedu da 3aemam cmabusiHoO
CbCMOSsIHUE.

(o1 v5.59) 3a n3xogute B Mode=Manual/Toggle ce 3agaBa 3akbCHeEHME
(Delay) B cekyHOM Ha W3MbIHEHWETO Ha KOMaHOUTE 3a BKIOYBaHE.
CrtonHoct ,0“ (no nogpasbupaHe) peaktmBuMpa 3abaBsHETO U
KOMaHOuTe ce U3NbIHaBaT OUPEKTHO.

BakbcHeHUemo e Mone3Ho npu asmoMamuyHU fpoyecu U OUuCMaHUyUOHHO
yrnpaesneHue, Kb0emo € 8b3MOXHO ropadu pasfuyHU rnpuduHu dOa ce
cmpynam 6bp3u ON-OFF-ON-OFF nocrniedoeamenHocmu. 3a Hskou murioge
' moeapu moea He € fone3Ho. 3aKbCHEeHUemo Ha fpakmuka enuMuHupa
@ mexOuHHUMeE U3KITIoY8aHUsi U ocmassi camo rnocriedHomo ekroysaHe (cned
Kamo u3medye 8pemMemo Ha 3akbCHeHue). KomaHOume 3a usK/o4eaHe
BUHAIU ce usnbriHagam mMuaHogeHo!

Invert Output [MocTaBAHETO Ha Ta3uM OTMeTKa BoAM A0 ,0bpbluaHe“ Ha nogaBaHUTE
KbM peneTto komaHau. ManonaesanTe s, Korato TOBapbT € CBbpP3aH KbM
HOpPMarHoO 3aTBOPEHUSA KOHTAKT Ha peneTto — Taka cbecTosiHmeto ON B
nHTepgenca n 8 SNMP we otrosapst Ha ,,BKITKOYEH" ToBap.

CtonHoctta ot noneto ,Default” nmma pasnuyHo 3HayeHuMe cnopen ToBa Adanu
KaHanbT € BXOo4 wunu m3xon. AKO cTaBa AymMa 3a u3xoq (Hanp. pene) ToBa onpegens
CbCTOSIHMETO Ha peneTo cnepn BKIIYBaHE Ha 3axpaHBaHEeTo. B To3m crny4van oT 3HayeHne
€ M CTOMHOCTTa Ha napameTbpa ,Invert Output”.

3a ynecHeHne MoXe Aa uanonasaTte NpaBuOTO: KOrato TOBapbT € CBbp3aH npes3
HopmanHo 3atBopeH (H.3.) koHTakT, BKNo4yete ,lInvert Output”’. ToBa e
3aAbIDKUTENTHO M aKo MucKate obGnayHata nnatdopma npaBUMIIHO Aa oOTYMTa

CLCTOSIHUATA BKITIOYEHO/M3KMIOYEeHO Ha ToBapa (pecn. Aa Kankynupa uspasxogsaHa
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CobcTosiHMe | “Invert TOBAP npes TOBAP npes BobuHa Ha peneTto
(“Default”) | Output” H.O. KoHTaKT H.3. KoHTakKkT nog HanpexeHue
OFF HE N3KMNKOYEH (OFF) | BKIMTKOYEH (ON) HE
ON HE BKIMKOYEH (ON) N3KIMKOYEH (OFF) OA
OFF OA BKIMKOYEH (ON) N3KINKOYEH (OFF) OA
ON OA N3KMKOYEH (OFF) | BKIMKOYEH (ON) HE

Korato crtaBa gyma 3a uudpoB Bxoa napametbpbT ,Default” onpepens kakbs
noTeHuMan ga ce nogage BbTPELHO KbM BXO4a, Taka 4e OGuaenkm ocTtaBeH HecBbp3aH
(oTBOpPEH) Aa nma onpeaeneHo CTabunHo CbLCTOSHME.

BbnpocHMAT noTeHumnan ce nosnyyaBa B CreAcTBME HA BbTPELLHO ,CBbp3BaHe® Ha
pull-up unu pull-down peauctop (~50kOm) kbm +3.3V unn OV. Tasm dyHKUMOHANHOCT
MO3BOSIsiIBa Ha TaKbB BXOL AMPEKTHO Aa Ce CBbPXE MeXaHW4yeH KOHTaKT (0T OyTOH, pua-
amnyna u gp.) kbm 0V (npu Default=HIGH/ON) unu kbm +3.3V (npu Default=LOW/OFF).
B T03n cnydam HactpoukaTa ,Invert Output’” He okasBa BnMsiHME Ha TOBa, KbM KOM
noteHuman ga 6bae BbTPELWHO CBbp3aH Bxoda. Ho we nHBepTupa CTOMHOCTTA, KOATO ce
n3ymTa oT BXoaa.

MapameTbpbT ,,Mode” onpegens pexuma Ha paboTa Ha kaHana. 3a m3xoauTe ca

HaNM4YHU TPU pexnma:

- ,Manual Output” - pbyHO ynpasneHue Ha kaHana. lNpomMmsiHaTa Ha CbCTOSTHUETO MYy
ON/OFF cTaBa c pPBbYHO nogageHa KomMaHaa npes
Web/SNMP/SmartSpaceCloud/MQTT wn ap.

- “Impulse Output” - imnynceH naxoa, KOUTO crnej KoMaHda CMEeHSI CbCTOSIHUETO
Cu 3a onpeneHo Bpeme (3agageHo B noneto Impulse[s]) n cnea Toea ce BpbLua B
n3xogHoTo (T.e 3aganeHoTo ,Default’) cbecTosaHMe.

Korato komaHgaTta ce nogaea npe3 SNMP unn ot Macros TpsibBa aa ce mma
npeaBua, Ye 3anyckaHeto Ha mmnynca (Hesasucumo ganu ,Default” Ha n3xopa €
Low unu High) ctaBa cbc nogaBaHe Ha cbeTosHne ON=1.

CTUMO fa ce nogage komaHga OFF=0
noeseae A0 OpCMpaHo BpbLLAaHe Ha U3xoda B Ha4anHoO CbCTOSIHUE.
MoBTOPHO NogaBaHe Ha KOMaHAA 3a CTapTUpPaHe Ha uMMnyrca, AOKaTo Tou
Be4ye e CTapTvpaH BOAM OO 3ano4yBaHe Ha HOBO OTMepBaHe Ha BpPeMeTo Ha
uMnyrsca, T.e. TOM ce 3anycka oTHavano (yabnxaBa ce).

- ,Toggle Output” - nogaBaHeTo Ha kakBaTo U ga e komaHaa (ON nnun OFF) Bogu oo
npeobpblyaHe Ha TeKyWwoOTO CbCTOsIHME Ha M3xoga. To3n pexum Moxe ga ce
M3Non3eBa 3a MO-BUCOKOCKOPOCTHO OOpbluaHe Ha uM3xoga 3a reHepupaHe Ha
NepuoanYHM curHanu (He e NoAxoAsLL, 3a penenHn n3xoam).

3.3.2 AHanoroBu BxogoBe (,,Analog I/0 Channels®)

PasnnyHuTe BUOOBE M3MepBaTENHU KaHanu (Temnepartypa, HanpexeHue, ToK 1 ap.)
ce nogaeaT Ha BrpageHust aHanoroeo-undpos npeobpasosaten (ADC). Ton npeobpasysa
HanNpexXeHWeTo, reHepuMpaHo OT faTtyuka B UMEPOB KOO WM crneg ToBa ce u3vmicnsiea
MbpBUYHATa BENMYMHA MO CbOTBETHUTE (DOPMYIIN.

Kakto n npu gpyrute kaHanm mMoxe fa 3agageTte mme Ha Bceku kaHan (Name) um
aanuv ga e sugum B ,Status” ctpaHuuara (Visible).

MagawoTto MeHo ,,Mode” onpepensa 3aBucMMoOCTTa MO KOATO ce npeobpasysa
N3MEPEHOTO OT BXOAA HaNpeXeHne B CbOoTBEeTHaTa oM3nyHa BENMYMHa.

Tb-KaTO €aAnH N CbLUM KaHanu moraT [a M3MepBaT pasfMyHu BenuyuHu (crnopen
CeH30pa, KOMTO € NOCTaBEeH Ha TAX), TO HA BCEKN OT TAX MoXe Aa ce nsbepe KoATo 1 aa e

Bernn4ynHa, HO ToBa HE O3Ha4aBa, 4e peaJiHO yCTpOVICTBOTO MOXe Ja 4 nuamepasa.
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3a mogenuTe, KOUTO MMaT KaHan 3a n3MepBaHe Ha MarucTpasnHo HarnpexeHue oT TyK
TpsibBa Aa ce 3agage ganu ce uamepsa VDC mnnn VAC.

“MA Filter Points“ noneto onpegens 6pos namepBaHus Ha BrpageHuss Moving
Average ¢untbp (0T v5.39) 3a aHanorosuTe Bxogose: oT 1 (HaMa cmnTpupaHe) oo 256
n3amepaHusa. PuNTbpPbT ycpedHsiBa 3agageHus 6pon namepBaHus M Taka edekTUBHO
npemaxsa Lyma OT TAX (3a cMeTka Ha 6bp304enCcTBMETO). 3a pa3nuka oT cTapusa MeTon
Ha cunTpupaHe, TYK TO ce npunara 3a BCUYKM MOAYNU, KOUTO UMAT AOCTHLN A0
aHanoroBute Bxogose — Automation, Web, MQTT, SNMP, SPC!!! Camo B SNMP nma
[OCTHN U AUPEKTHO A0 aHanoroBus BxoA npeaun GpuntTbpa.

BpemeTo Ha peakuus Ha unTbpa, T.e. BPEMETO Mexay npomMsiHaTa Ha BxogHaTa
BennyMHa u ctaptupaHeTo Ha Automation Hanpumep, ce onpegens no popmynara:

Tf =N * Scanlinterval,
kbaeTo N e 6posi Ha nsamepBaHusaTa Ha untbpa (1, 2 ... 256)
Scanlnterval — npevnoaa Ha ckaHupaHe Ha aHanorosute sxogose (BuUx 3.3.3)

@ B no-cmapume ¢bpmyepHu eepcuu emecmo MA cbunmbpa uma npumumueeH uImbp,
aHanoau4eH Ha mo3u npu yugposume kaHanu: Filter [ms]”. Tyk e cebp3aH camo cC
QyHKUuoHupaHemo Ha Automation yacmma: onpederssi Korko ms mpsibea usmepeHama cmolHocm
0Oa e cmabunHo rnod/Had 3adadeHus npaz npedu Oa ce u3nbaHU Automation. Tosa cbunmpupaHe e
U3KII04YUMersiHo 8axHo 3a cmabusHama paboma Ha Automation pexumume, mbli-kamo 6e3 Hezo
(urtu npu MHO20 Masiku cmoldHocmu Ha c¢hunmbpa) Moxe O0a ce nosyqu ,ocyunayus” oKosio
3adaldeHust rpae, koemo 0a 800U 00 2eHepupaHemo Ha MHO20 U3X00sWU KOMaHOU.

3.3.3 [lpyrm o6Lmn HacTPONKM 3a BXxogoBeTe

Ot v5.46 e BbBegeH pasgen ,Miscellaneous parameters”, B KOWTO ca nocTaBeHu
00l HACTPOKKN 3a BCUYKN BXOOO0BE.
HannyHnTe HacTponkn KbM MOMEHTA ca:

Analog inputs | Onpegensa 4ectotata Ha ckaHupaHe (Scaninterval) Ha aHanorosuTe
scan interval BxogoBe. Ctbnkata e npe3 20ms, dpadbpuyHo e 20ms, HO MOXe Aa ce
ysenuun go 2000ms.

"Toggle" only |3a undposute nsxoamn, konto ¢ B pexunm ,Mode = Toggle Output”, Tasm
with 1 (0=0ff) |oTmeTka onpegensa ganu obpbLiaHETO Ha CbCTOSHMETO Aa CTaBa camo
c nogasaHe Ha 1/0n (npu nocTaBeHa OTMeTKa) Unu ga ctaea U ¢ ABeTe
ctorHoctn 0 n 1 (Off 1 On). B nbpeus cnydan nogasaHeTo Ha 0/Off
AEencTBa KaTo cTaHA4apTHa KOMaH4a M M3xo4a 3aema TOBa CbCTOsIHME.

Ot v5.19 Ha dbpmyepa e gobaBeHa HOBa Bb3MOXHOCT noTpebutena cam pa
aedomHnpa 0O 2 cneumuyHn CeH30pKu, KOUTO ca CBbP3aHW KbM aHaroroBute BXOLOBE.
ToBa no3BonsiBa kKbM [a Ce M3Mon3BaT BCAKAaKbB TWUM CEH30PU C HanNpexeHoB U3Xo[n B
ananasona 0...3.3VDC.

[iBata noTpebuTtenckn ceHsopa ce nosiesBaT B nagawoTo meHio 'Mode' kato 'User
defined 1, 2'. 3a ga rn pegaktnpaTe e Heobxoanmo Aa Bresete B NuHkKa , Edit user defined
Sensors,.

3a HacTponkaTta e HeobxoanMmMo fa no3HaBaTe yHKUMsATAa Ha npeobpasyBaHe Ha
CeH30pa, KosTo TpsibBa Aa MoXxe fa ce onuvile KaTo:

U[V] = a + b * 'Sensor physical value'

, kbaeTo U e HanpexxeHMeTo Ha n3xoda Ha ceH3opa (BbB BONTOBE);

a n b ca koepuumeHTn (peanHn Yicna ¢ nnaeawa 3anetas)

'‘Sensor physical value' — e cToMHOCTTa Ha puanyeckaTa BerMyMHa, KOATO U3MepBa
ceH3opa (Hanp. rpagycu, Bar, ckopocT Ha BATbpa U T.H.)
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[1a B3emeM 3a npumep ceH3op 3a HandraHe 0..16Bar ¢ nsxog no crangapta 0..10V.

JlecHo moxeMm ga ycTaHoBUM, Ye DyHKLMATa My Ha npeobpasyBaHe B HanpexeHue e:
UV]=10/16 *P[Bar] => a=0.0,b=0.625

dnmeHcuaTa Ha M3MepBaHaTa BenuvymMHa OT Bawwna ceH3op BbBedeTe B MOMEeTo
'Dimension' (gonyckat ce Ao 4 cumBona) — T4 LWe ce U3Noni3eBa npu Buayanusaumdara Ha
CTOMHOCTMTE B OCHOBHata cTpaHuua, B Automation 6noka m B MQTT JSON
cbobLieHnaTa. MoxeTe ga octaBuTe AMMEHCUATA U NpasHa.

[aHHNTEe OT ceH30pa ce 3aKkpbrnsaBaT 40 ABa 3Haka cnep gecetnyHara 3anertas. Ako
Bu e HyxHa no-ronsiMa TOYHOCT MOXe Aa npepabotute dopmynarta u ga nsobpassisate
MUIN-, MUKPO-, KUMO-, MEera- u T.H. OT onu3nyeckaTa Benm4ymHa.

3.3.4 BupTtyanHo BxoaHo-u3xoaHu kaHanu (Virtual 10)

BbB v5.59 ca BbBegeHu 86p. BMPTyarnHO BXOOHO-U3XOOHU — TOBa ca COPTYEpHM
perucTpu, Ha KouTo morat aa ce npucsosiBat ctonHocTn [0..255]. Ha Tsx He oTroBapsar
peanHu xapayepHu BxogoBe unn u3xogu. CTOMHOCTTa UM He ce 3anasBa npu
pecTapTupaHe Ha YCTPONCTBOTO U Te Ce Hynupar.

OCHOBHOTO UM npefdHasHadeHne e fa pasWwupaT Bb3MOXHOCTUTE Ha QOyHKUMUTE
Automation, Macros, Timers. A B HAKOW creunannanpaHn mMoaenu Lie ce nonseaT 3a
A0CTBbN 40 MHpopMaUmns, NofnyyYyeHa OT BbHLUHW yCTponcTea (Hanp. npe3 RS-485).

[o 1ax uma pgocten npe3 MQTT (3anuc/yeteHe) n no ModbusTCP (camo 4eTeHe
kaTo 32bit aBOWKN)

B meHtoTo IO Settings” npes nuHka ,Virtual Ports® nmaTte goctbn 4O MOMEHTHUTE
ctonHocTu Ha Virtual 1O nopToBeTe, KakTO N Ja NPOMEHATE TAXHATa CTONHOCT.

Bcsika npomsiHa Ha cmouHocmma Ha Virtual 10 nopm npedussukea rnposepka & Automation
a» 0bnokoseme, 8 kKoumo moli y4acmea Kkamo U3moYHUK Ha 0aHHU (‘Main Sensor’).

3.4. Macros — nocnegoBaTeNnHOCTM OT AeACTBUSA HAa U3XOAHUTE BEpuUru

ToBa e HOB (PyHKUMOHANeH MoAyr, KOMTO NO3BosisiBa Ha NoTpebuTtens aa aeduHupa
rpynn OT OEeWCTBUMA C WU3XOQHUTE BEPUrM, KOMOMHMPAHMW C BPEMEBU 3aKbCHEHUS.
Hanpumep:

“Bkntoum Line1 — U3svakam 10s -> Bknrouum Line 2 — U3vakan 5s -> Usknioum
Line1 — Usknioum Line 2 — KPAN“

Teaun rpynu ot gencteusa (Macros) morat ga ce ctaptupat pbyHo (npe3 Web, SNMP,
MQTT), oT gpyr makpoc, oT aBToMatnyHute 3agaym (‘Automation'’), ot Tanmepwm (, Timers”)
unn ot 'Ping Monitor' mogyna. Tean makpocu HE ce nopgabpxar B obnayHaTa
nnatdopma (Ta Mma cobcTBeH Automation moayn 3a Tasu uen).

MogynbT 3a Macros (gocteneH ot MeHtoTo '‘Macros' B Web nHTepdeinca) cbabpxka
24 6noka 3a pedumHMpaHe Ha NOCneaoBaTENHOCTU OT AEWCTBUS KaTto BCEKM ONok
cbabpxa 8 pega/kneTku.
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Macros

[Shnw macros 1...8] [Shnw macros 9...16] [Shnw Mmacros 1}'...24]

abcdef Macro(i

visible [ Restart I Auto Start
(10 Action  [~] [Pin Name 00001 |~ | [ON |+]

[Sleep v] [1 ]s

(10 Action  |~] (Pin Name 00001 |~ | (OFF v|
[Sleep v] [2 ]s

(10 Action  [~] [Pin Name 00001 |~ | [ON |+]
[Sleep v] [3 ]s

(10 Action |~ (Pin Name 00001 |~ ] (OFF |+
[

[
Start Macro v] [ahcdef_MacrnDl v]

abcdef Macro(2

[ visible [ Restart [ Auto Start
(10 Action  |~] [Pin Name 00003 |~ | [ON | ~]

[Sleep v] [2 ]s
(10 Action  |~] [Pin Name 00003 |~ | [OFF v |

EXIT ~

Makpocute ca pasgeneHu Ha rpynu ot no 8 6p. 3a no-ronama npernegHoct. Mons,
MMaute npeasua, 4e OytoHa , Apply changes” 3anucBa npomeHuTe camMo B
TeKyljaTta rpyna Makpocu, KOSTo e nokasaHa B 6pay3epal!

B cnepalyaTa Tabnuua ca onvcaHn AOCTbNHUTE NapamMeTpu 3a HacTPOoIKa Ha BCEKM

MaKpOoc:

Nme Ha CeobofeH TekCT 3a ume Ha makpoca. Makcumym 15 cumsona.

Makpoca

Start / Stop ByTOHM 3a pbYHO CTapTMpaHe UM cnnpaHe Ha Makpoc. CnMpaHeTo e
Nones3Ho npu paboTa € LUMKIMYHN MaKPOCHU.

Visible Onpepena ganu Ha 3arnaBHata ctpaHumua ('Status') ga ce nokasea
OYyTOH 3a PbYHOTO CTapTMpaHe/cnupaHe Ha Makpoca

Restart MakpocuTte, ¢ oTMeTHaTa Ta3u onuus, 3anoysaT M3NbIHEHNETO CU OT

Hayano, BCEKU MbT LWOM Joae KoMaHaa/cboutne 3a ToBa, HE3aBUCUMO
[Aanu MakpoChbT Ce U3MbIHABA B MOMEHTa UM He.

MakpocuTe 6e3 Tasnm oTMeTKa — He ce 3arnyckaT MOBTOPHO OT Hauvaro,
aKo B MOMEHTa ce U3NbrHABaT.

To3n napameTbp He Bnusie Ha cryvasi, KOraTo Makpoc 3anycka
OTHOBO camusi cebGe CM M TakoBa camo3anyckaHe € BUHaru
paspeLueHo.
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Auto Start B TO31 pexum MakpoCbhT ce cTapTMpa aBTOMaTUYHO CbC CTapTUPAHETO
Ha NetControl.

Pepnose/knetkn |Bcska knetka (86p. 3a Bcekn Makpoc) Moxe aa obae:

- 'EXIT": Kpal Ha meKywusi Makpoc (meKywusm Makpoc ce
MpuKno4Yea u cried usnbiiHeHUe Ha 8-mama Kremka)

- IO Action". penctBue kbM n3xoaeH kaHan (Hanp. Line1 = ON).
M3xoau B pexum ,,iImpulse” ce sanyckat BuHarn ¢ ON!

- 'Sleep'": BpemesakbcHeHue B cekyHau (1...65535)

- 'Start Macro". ctaptTupaHe Ha Makpoc (BKr. n Ha camna cebe cn)
N NnpoabirkaBaHe Ha Tekywums. NMbpBO ce NpUKIOYBa TeKyLW U
MaKpocC 1 ToraBa Lie ce 3ano4yHe cTapTUpaHus.

- 'Stop Macro". cnupaHe Ha MakpocC 1 NpoAbIhKaBaHe Ha TEKYLLNSA

- ,Remote 10 Action” nogjaBaHe Ha KoMaHga KbM ApYyro
ycTponctso, nocpeactsom SNMP npoTokon (ot v5.22)

- 'EXIT IF" — npuknioyBaHe Ha Makpoca, ako pgageH
BXo4/m3xo4/BupTyaneH KaHan uMa onpegeneHa CTOMHOCT B
MOMEHTa Ha npoBepkaTa.

- 'Skip next step IF' — npeckayaHe Ha cnegBalwiaTa CTbnka OT
Makpoca, ako [gfadeH Bxoa/msxon/BupTyaneH KaHan uvma
onpegerneHa CTOMHOCT B MOMEHTA Ha NpoBepKaTa.

- 'IF Value' — He e gocTbnHa 3a U3bop OT NoTpebuTens, akTuempa
ce aBTOMaTu4yHO B KOMOMHaLMA C npegHUTe ABa BUAa CTbMKU U
4ypes Hesl ce 3aaBa CTOMHOCTTa 3a CpaBHSABAHE.

- 'Invert State". (v5.66) pencteue kbMm msxogeH kaHan/VirtuallO,
KOeTo obpbLya TeKyLoTo My cbeTosdHMe (Hanp. oT ON kbm OFF).
PesyntatbT OT uHBepTUpaHeTo e BuHaru 0 unun 1, a 3a nsxogute
¢ PWM(ananoroswu) 0%/100%

3adadeHama cmotiHocm e (-100ms;0], m.e. peaslHOmo 8pemMe € o-Kpamko C

' Bpememo 'Sleep’ ce 3adasa 6 CeKyHOU, Kamo OMK/IOHEeHUemo om
@ 50 100ms unu pasHo Ha 3adadeHomo (om v5.62).

Bb3MOXHOCTTa eQMH Makpoc Aa ctapTupa gpyr, No3Bonsasa NPon3BOSIHO KOMYECTBO
(vnn gopy BCUYKM) MaKpOCKM Aa Ce CBbpXKaT BEPWKHO KAaTO €AMH MakpoC C MoBeYe Ha
Opown KNeTKku.

Cbllo e Bb3MOXHO MakpoC Aga crapTvpa OTHOBO cebe cu: Taka ce nonyyasa
6e3KkpanHO LMKIMYHO M3NbJIHEHME Ha Makpoca MMM rpyna OT Makpocu (OoKaTo He ce
NPOMEHN KOHUrypaumsitTa UM UM He ce crnpe pbyHo). KombGMHaumdata Ha uMKIn4YeH
Makpoc ¢ pexum 'Auto Start' gaBa Bb3MOXHOCT NetControl fa n3nbiHABa BUHarn gageHa
nocnegoBaTenHoOCT OT AENCTBUA.

'Stop Macros' no3BonsiBa nNpekbCcBaHe Ha MakpoCu MO KOMaHda wnu Oopu B
cneacteue Ha Automation, Timer unu Ping Monitor (Tbl-kaTo Te3n mMogynu umat camo
HacTpourKkaTa 3a CTapTUpaHe Ha Makpoc, TO Lie € HeoOXoANMMO Aa ce HanpaBAaAT MEXANHHU
Makpocu, npe3 KouMTo aa ce peanuaunpa Stop). CnupaHeTo Ha MakpoC € MHOro Nosie3Ho
npu ynpaeBfneHne Ha UUKIIMYHU MaKpOoCK: Hanpumep, NpeBKMoYBaHe OT eduH KbM Apyr
LUVKITUYMEH PEXNM.

' M3nonseaHemo Ha YuUKIUYHa epyrna om Makpocu 0a ce njaHupa MHO20 8HUMamesiHo, mbli-kamo ce
cb30asam MHO20 pas/iuyHU cumyauyuu Ha Oelicmeusi, 0cobeHo ako ce KombuHupa ¢ Automation,
& Timers unu Ping Monitor.

Pb4YHOmMO cnupaHe Ha YUKIUYHa 2pyrna om 6epuxXHU Makpocu we 6wle docma mpyOHO
npakmu4ecku, nopadu nurncama Ha UHgopmMayusi Kol Makpoc 8 MOMeHma € akmueeH, 3a da ce
' nodade Ha Hez2o komaHOa 'Stop’. BapuaHm e Oa ce nodade Stop nocrnedosamesiHO Ha BCUYKU
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y4qacmeawu Makpocu unu Oda ce rnpemaxHe 8pemMeHHO camoazallyckaHemo u Oa ce u3yaka Oa
TNPUKIro4Yu nocnedosamesniHocmma om delicmeausima.

Mpe3 SNMP makpocuTte He moraT ga ce koHdurypupaTt, HO moraT ga 6baaT pbyHO
CTapTUpaHN U CNUPaHn C KOMaHauTe:

Start: >snmpset -v1 -c private 192.168.1.100 .1.3.6.1.4.1.19865.2.3.6.M.0 i 1

Stop: >snmpset -v1 -c private 192.168.1.100 .1.3.6.1.4.1.19865.2.3.6.M.0i 0

kbaeTo M=[1..24] e HoMepa Ha Makpoca 3a cTapTupaHe

MakpocuTte moraT ga ce ctraptupat/cnvpat n npe3 MQTT — Bux 5.4.

MoxeTe pga kombuHupate Macros ¢ uaxogu B pexum ,Impulse Output” - Taka we
noslyymTe oLle MO-LUMPOKU BB3MOXHOCTM 32 KOMOUHMpaHe M noflydaBaHe Ha pasfnyHu
nocnefoBaTeNHOCTU OT OENCTBUSA.

3.41 ,Remote 10 Action” - nomaBaHe Ha KOmMaHga 3a OEeUCTBME KbM Apyr
NetControl

,Remote 10 Action” Bu gaBa MHOro nHTepecHa Bb3MOXHOCT fa npeHeceTe gadeHa
aBTOMaTMKa Npe3 MpexoBaTa Bpb3ka M ga ynpasnsBaTe apyro NetControl yCTPOWCTBO.
Pas3bupa ce, ToBa e necHo nocTwxkumo ¢ obnayHaTta nnatdopma, HO Tasn (PyHKUMS BU
nossonsiBa ,peer-to-peer” KOMyHuMKaLMa Mexay ABe YCTpoucTBa, 6e3 Hanunume Ha
MEXOWUHHU CUCTEMUN.

Cnopen mogena Ha Opyroto YCTPOMCTBO TpsibBa ga yTo4yHMTE, KOou Homepa [P]
KaHanu ca Hanu4HuM B Hero n ga rm nsbepete B Makpoca (nokassaT Ce BCUYKN Bb3MOXHU
24 n3xo4HW KaHarna, Ho Npu BCEKM MOAEN € peanuanpaHa pasnnyHa 4acT oT TsX).

HacTponkata 3a kKomMaHOBaHeETO YyCTpoucTBO € B pasgena IP Settings->SNMPv1
traps/remote |0 settings. Te3n HacTponkn TpssbBa ga KopecnoHaAupaT Ha HAaCTPOMKUTE 3a
SNMP Ha gpyroTto ycTponcTteo (naponata TpsibBa Aa cbBnaga).

Koeamo usnonseame ,Remote |0 Action” 8 Macros, kodmo e ¢ onyus ,Auto Start” (cmapmupaHe ¢
' 8K/IOY8aHe Ha ycmpolcmeomo) euHazu ocmasesiime rpedu Hez2o Sleep om 5-10 cekyHOu. B
a» [PomuseH cryqal komaHOama ,Remote IO Action” ce u3nbriHs8a 8 MHO20 paHeH emarl, 8 Koumo
Mpexosume npomokonu (Harp. ARP) ece owe He ca ce uHuyuanusupanu u KomaHOama Hsma 0a
6n0e usnpameHa.

Umaime npedsud, ye komaHOume ce nodasam rno UDP nocpedcmeom SNMPv1 npomokona. lpu
' CbBPEMEHHOMO HUBO Ha MPEX0o8UMe KOMyHUKauuu 3a2ybume Ha nakemu ca U3K/I4UmesiHo HUCKU,
a» Oopu npeHebpexumu. Ho meopemuyHo e 8b3MOXHO 3a2yba Ha OaHHU U CbOMBEMHO HeU3MblHeHue
Ha nodadeHama KomaHOa.

3.5. Timers - crtaptupaHe Ha Macros no 3agageH 4ac:MUHYTa, AO€eH OT
ceamMmuuarta um Mecel

MeHntoTto 'Timers' (ot v5.21) Bu nossonsiea ga geduHuparte 16 pasnuyHu BpemMeHa
(4ac:MuHyTa) Ha cTapTupaHe Ha gageH Makpoc. [JOonmbfHUTENHO MOXe Aa Ce OKaxe U B
KOW OHW OT ceamumuaTta n Kom Meceum a ce u3nbliHsiBa Tanmepa.

3.5.1CunHxpoHun3npaHe Ha 4YacoBHuKa Ha NetControl no SNTP

NetControl He pasnonara ¢ 6aTepuiHO pesepBupaH YaCcOBHUK 3a pearnHo Bpeme, 3a
TOBa OTMEPBAHETO Ha BpeMe U3NCKBa CUHXPOHU3aUUA Ha COPTYEepHUSS My YaCOBHUK Npes
mpexosna SNTP npotokon (ToBa e noa-knac Ha npotokona NTP, UDP nopt 123). Tosu
NpPOTOKON ce nogabpxa oT Beudkm nyonuyHmn NTP TimeServers, KonTo MoxeTe Aa BuauTe
Ha https://www.pool.ntp.org. Adpyru wn3sBectHu NTP cbpBbpn ca time.google.com,
time.microsoft.com. N3nbnHete PING kbM n3bpaHmat ot Bac cbpBbp M nonydeHunart IP
agpec BbBegeTe B MeHoTo ,IP Settings™>SNTP server |IP address.
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Han-pobpuat BapumanT e pga wusnonssate nokaneH NTP/SNTP cbpBbp 3a
CUHXpOHU3MpaHe Ha Bawwute NetControl ycTponcTBa, TbW-KaTO Taka He CTe 3aBUCUMMU OT
BbHLWHMTE ycnyrn u Internet cBbp3aHocTTa. OcBeH ToBa MeXAWHEH CcbpBbp By gaBa
Bb3MOXXHOCT 3a pe3epBMPaHOCT Ha M3TOYHMKA Ha BpeMme, Tbin-kaTo OOMKHOBEHO MoraTt ga
nonaeaT HAKONKO nybnnyHm cbpebpa. NTP cbpBbp nma BrpageH B Windows 10 (HO He e
akTMBMpaH no noapasbupaHe), NecHo JOCTbMNEH € M 3a Linux onepaunoHHUTE cucTemMM
(ntpd).

Mpn BCcsAkO pecTtapTupaHe Ha NetControl, Ha BCEKM 2 4aca U MpU U3NbIHEHUEe Ha
komaHgarta ,Sync Now” nnun ,Apply Settings” ot meHioTo ,Timers” ce npaBu 3asiBka 3a
TEKyLLOTO BpeMe, KbM 3a4afeHusi CbpBbp. AKO He ce Moslyym BegHara OTroBOp OT Hero
3asiBKaTa 3anoyBa [a ce NoBTapsa nepuoguyHn (B Havanoto no-6bp3o, a npu TpanHa

nMnca Ha OTroBOp Ha BCEKU 5 MUHYTH).

Current internal clock time  Wed, 17 Jun 2020 15:04:36

Time settings

Last synchronization Wed, 17 Jun 2020 14:58:46

Timezone ofiset minutes

Timer No. 1

Start macro (Macro01 “Jatfs ][ )
svery L1Sun M Mon M Tue Mwed M Thr Mpri [ sat
— [an M Feb Emar Apr May & aun Bl
.&ug Sep M oct Bl mMov ] Dec

YacoBHUKbT Ha NetControl He nopoabpXa 3UMHO/MATHO YacoBo Bpeme. OT
notpebutens ca nsnckea ga onpenenu TekywoTo cu otmectBaHe cnpsamo UTC wn ga ro
BbBede B noneto , Timezone offset” (cToMHOCTTa € B MMHYTU U MOXe Oa e NonoXxutesnHa
Unn otTpuuaTenHa cTtormHocT). lNpyn cMsaHa Ha NATHO/3MMHO 4YacoBO BPEME Tasn CTOMHOCT
TpsibBa pbYHO fa ce Kopurupa.

[Mpn nNpaBUNHO HaCTPOEHU MpPEXOBM U BpemMeBM napameTpu, B noneto ,Current
internal clock time, Wwe ce Bu3yanuaupa BalweTo TekyLo Bpeme.

Mpn na3nonssaHe Ha DHCP moxe aa mn3nonseate napameTbpa ,option ntp-servers®
3a ga 3agagete anHammnydHo agpeca Ha NTP/SNTP cbwpebpa. Mmante npeasua, ye DHCP
no3BornisiBa Aa ce 3agagart Hakonko IP agpeca, Ho NetControl B3emMa camo NbpBUS.

ToyHocmma Ha coghmyepHUsT YaCOBHUK HE € 2o/1siMa U He e 2apaHmupaHa. 3a moea e 0obpe Oa
' cme cueypHu, 4e cme 3alanu adpec Ha docmbrieH u cmabuneH NTP cbpebp. NetControl moxe da
a» pabomu HeozspaHu4YeHO s8peme cried eOHO eOQUHCMBEHO CeepsisaHe Ha YaCcOBHUKa My, HO We ce
Hampyrnea 6bp30 2pewka 8 uamepsaHemo (Moxe O0a ce oyakeam Oecemku CeKyHOU ommecmeaHe
Ha OeHoHowjue).

lpu cuHxpoHu3upaHe Ha gpememo cred Obriea naysa (nurnca Ha e8pb3ka, Hepabomeuw, CbpP8bP U
' M.H.) umMa 3allOXeH aseopumbM 3a rpocnedsieaHe Ha u3rnycHamu/dybnupaHu cwvbumus (8
a» Criedcmeue Ha CKOKOBOMO ommecmeaHe Ha YacoeHuka Hanped/Hasad). [lopadu mosa e 8b3MOXHO

Hsikosiko Time-pa da ce cmapmupam Haky fpu HO80MO CUHXPOHU3UpPaHe.

lpu pasnuka 8 mekyw,omo u Hoeomo s8peme rnoseye om 1 yac — ebmpewHuUssm mModyn 3a credeHe

Ha malmMepume ce pe-uHuyuanusupa u 3arnoyea om Ha4yaso. B makbe cnydad, cbbumus, kKoumo ca

bunu e ,0ynkama“ om 714yac we ce 3a2ybsam unu we ce Oybnupam (3asucu om moea Oasu

8bMPEWHUSIM Yaco8HUK U3ocmasa usu u3bbp3sa).

Modynvm Timers pearnHo 3anoysa 0a ¢hyHKUUOHUPa cried Mmbpeomo CUHXPOHU3UPaHe Ha 8peMemo.
AKO makosa u306wWo0 He ce crydu — Molynmbm HsaMma da u3pabomu Humo edHo cbbumue.
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CuHxpoHusupa nu ce obaye 8e0HBX — uie pabomu HeoepaHu4eHo Obrie0 8peme, He3zasucumo Oarnu
uma unu He Hosu cuHxpoHu3ayuu no SNTP (pecn. we ce Hampyrnea U HeogpaHU4YeHa epewika 8
yacosHuka). 3adasaHemo Ha IP adpec 0.0.0.0 3a SNTP cbpebpa e pasHOCUNIHO Ha deakmusupaHe
Ha uenusi molyn ¢ Timers (3adadeHume HacmpolKku Ha omdenHume maldmepu we ce 3anassm).
lpu GeakmuesupaHe unu nurcama Ha 8pb3Ka CbC Cbp8bpa ce usnucea ,,Not syncronized” 8 nosiemo
3a ,,Current internal clock time®.

3.5.2 HacTtpowka Ha Timer

3a fga aktmBuparte Hsikon oT 16-Te Tanmepa e HeobxoaMMo Aa 3afafdeTe Yac:MUHyTa
Ha CTapTupaHe Ha OadeH MaKpocC, KakTO U B KOM OHM OT cegMuuaTa we O6bae aKTUBEH.
AKO He MapkupaTe HUTO €AMH OeH — TaMepbT aBTOMaTU4YHO Ce AeakTuBupa (cTaBa
Disabled). CbLL0TO BaXu 1 3a MeceuuTe OT roguHaTa.

3.6. 8 (24)-kananeH “PING Monitor”

TbW-KaTO €OHO OT OCHOBHUTE MNpPUNoXeHna Ha cepusita NetControl € aKTUBEH
MOHUTOPUHI Ha MpPEXOBW TpaceTa W pecTtapTupaHe Ha 6nokupano obopyaBaHe e
pa3paboTeH MHorokaHaneH cogprtyepeH moayn 3a PING kbm go 8 IP agpeca. 3a mogena
24R3S2A 6podat Ha kaHanuTe e yBenuyeH Ha 24. [pu 3aryba Ha PING moxe pa ce
cTapTMpa Makpoc, KOWTO da pectaptupa obopyaBaHeTo, npe3 KoeTo npemMuHaBa
oTnagHanaTa Bpb3Ka.

B meHntoTo ,PING Monitor” umate goctsen oo 8-te ,Monitoring Group No.”. Te umar
€[HU 1 CbLUM NapaMeTpu 3a HacTpouKa:
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Enabled/ Onpepensa ganu rpynata e aktuBupaHa unu He. [eakTuBmpaHeTo Ha

Disabled rpyna peanHo € eKBMBafieHTHO Ha 3afaBaHe Ha HyneBa CTOMHOCT Ha , If
no response within,

IP address Agpec kbMm, konTo we ce nanpawart 'ICMP Echo Request' 3asBkute

If no response
within

Onpepenst BpeMeTo, 3a KOeTO ako TparHo HaMa oTrosop oT IP agpeca
ce cuuTa, Ye HAMa Bpb3ka. [onyctumuTte ctomHocT ca oT 40s go
16383s.

He e npeaBuaeHO akTUBHO AeUCTBME NMPU Bb3CTaHOBSBaHE Ha
Bpb3KaTal

Start macros

Kon Homep makpoc ga ce crtaptupa npu 3arybeHa Bpb3ka kbm |IP
agpeca. Moxe pa ce u3bepe n ,None” - Hama pa ce um3paboTsa
aenctene npu 3aryba Ha Bpb3kaTa, HO Npu kombuHupaHe ¢ 'ACT Led
mode' MOXe [ia ce nonsea 3a Bu3yarHa guarHocTuka.

Mmante npegBua, 4e MaKpoCcbT LWe ce cTapTupa nepuoguyvyHo
(npe3 nepnopa Ha ,,If no response within“ npu TpanHa 3aryb6a Ha
Bpb3kKaTa go IP agpeca.

Will start
macros after

ToBa none nokasea crieq KOSikoO Bpeme Lie nstede nepuoa, B KOUTO
cuMTame Bpb3KaTa 3a NnpekbCHana u we ce craptvpa mMakpoca. Tbi-
KaTo 3asiBKUTE Ha BCdAKa rpyna ce nogasaTt npe3 okono 10-16s e
HOpManHo TyK fa ce JocTura 4O CTOMHOCTM C TOSIKoBa MNO-Markuh OT
3agageHoto B L If no response within“ Bpeme n cneg ToBa 6poeHeTo

nak fa 3arno4sa OoT MakCMMymMa.
Tosa none moxe Oa ce u3nonsea 3a obpamHa epb3ka Oanu uma PING do
OadeH adpec: moxe Oa ce u3bepe to=Nothing u Oa ce cnedu oanu ,Will
timeout after” ce en3cmaHossisa Ha eceku 10-16 cekyHOU. AKO He ce

' 8b3cmaHoesiga U OCMOSIHHO Hamarnsea kbM 0 — mo ycmpolicmeomo He

a» ony4asa ICMP Echo omeosopu, m.e. ,Hama PING kbm 3a0adeHusi adpec”.
CmpaHuyama He ce npesapexda asmomamu4Ho, mpsibea rnepuoduyHo Oa
usbupame meHromo ,PING Monitor” 3a da suxdame akmyanHama cmouHocm
Ha mosa rose.

Limit
consecutive
restarts to

Mpu TpanHa 3aryba Ha Bpb3ka OT TyK MOXe Aa ce orpaHnym 6posa Ha
nocrnegoBaTenHo MO4afdeHUTe KOMaHAM 3a CTapTupaHe Ha Makpoc
(Hanp. ako HaAMa Hyxaa 6e3kpanHO fa ce pecTtapTupa obopyaBaHe, B
KOeTO He e npobrema).

Ping data size

Onpepensa ronemuHata Ha gaHHuTe Ha ICMP Echo request. JJonyctumun
cTonHocTtun 32..1472 6anTa.

Bb3MOXHO € aa ce nony4dm cutyaums, npm koato nepuoga Ha PING mMoHuTopuHra aa
€ No-KbC OT TO3M Ha BPEMETO Ha U3NbfIHEHME Makpoca (Unu rpyna ot makpocu). ToraBa
MOXe [a Ce reHepupa HOBO CTapTMpaHe Ha Makpoca, LOKaTO Owe He € MPUKIIYNI
npeguwHOTO cTapTupaHe, U NoBeAeHMETO Le 3aBUCU OT HaCTPOMKUTE Ha camMusi MakpocC
(Restart onuunaTta My ganu e Bkrto4eHa Unu He).

Ha cnepBawmte gBe un3obpakeHUs ca nokasaHu NpUMEPHU HacTponkm Ha Ping
Monitor u Macros, ¢ kouTto ga moxe fa pectaptupame Line1 3a 15s npu 3aryba Ha Ping 3a
Hag 300s kbm agpec 1.2.3.4.

Cnepn ToBa e NokasaHo M Kak Ja CBbpXeTe HOpMariHO 3aTBOPEHUSI KOHTAKT Ha pene
oT NetControl KkbM 3axpaHBaHETO Ha pyTepa 3a Ja MOXeTe [a ro pecraptupare.
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Monitor
Monitor Group No.1
Paddress 1 J.2  J[ ). JiPwhos
If no response within 5, start macros [Restar‘t Router v]
Will start macros after 5 (each ICMP ECHO reply reloads timer)

Limit consecutive restarts to +1 (255=unlimited)
Ping data size [32 to 1472] bytes

Macros

[Shnw macros 1...8] [Shnw macros 9...16] [Shcrw macros 1?...24]

17. Restart Router

[ visinle [ Restart [ Auto Start

(10 Action  |~] [Line 1 SIS
[Sleep v] [15 ]s
(10 Action  |~] [Line 1 v | [oFF [v]
EXIT v
/® ACHIpRaE VvDC Router
220VAC Router [

Legend
NC = Normal Close Contact
NO = Normal Open Contact

X COM = Common Power

12VDC GND

Power Jack Ut
I~ L +12v +3.3V
Adapter

L~
al

RU45 NETCONTROL

2R2S1A . Li';: ALARM switch

ION T

220VAC

o—|— ZON

Sensor1

y Sensor2

TR
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3.7. ABTOMaTn4HM 3aaaum (MeHto ,,Automation”)

MmaTte pgoctbn oo 8 oTtaoenHM aBTOMaTUYHM 3adadun, KOMTO Ham-obwio Bu pgaBsar
Bb3MOXHOCT ga ctapTtupaTe mMakpocu (n ga ce msnpatm SNMP Trap cbobuieHue), npu
NPOMSHa Ha HAKOW OT aHanoroBuMTe BXOOOBE U3BbH NpeaBapuUTENnHO 3agafeHun rpaHuuu.
Hsama orpaHuyeHue Konko NbTWU JadeH BXOA4 WU M3X04 LWe y4vyacTBa B aBTOMaTUYHM
3agjaun, Ho OT noTpebutens 3aBuMCW Oa He ce nonyyaT B3aMMHO M3KMHYBaLWM Cce

JencTBus.

Value compare
mode

Onpepens pexuMma Ha CpaBHEHME Ha BxOAHATa CTOMHOCT. 3a nosedye
MHopMaLnsa BUXKTe 00siICHEHUATa cneq TabnuuaTa.

Thresholds

HoneH (LOW) u ropen (HIGH) npar 3a cdyHKUunnTe 3a cpaBHsiBaHe Ha
BXxoAHaTa BennunHa. CTOMHOCTUTE, KOMTO Ce 3adaBaT CbOTBETCTBAT
ONPEKTHO Ha AuMeHcusTa Ha u3bpadus 'Main sensor' kaHan (M Ha
obxBaTa Ha uamepBaHaTa OT HEro BENNYNHA)
BbeedeHume om rnompebumernsi cmolUHocmu ce rpeusqucsiseam Cripsmo
pasdennumersiHama criocobHocm Ha aHaso20-yugposusim ripeobpasysamern u
3a mosa e 8b3MOXHO Oa b6bOam KopuaupaHu asmomamuyHo 00 Hal-
briuskama duckpemHa cmolHocm.

Main sensor

BxogeH aHanoroB kaHan, YMsTO CTOMHOCT Le ce cpaBHsBa. KaHanute
ce nokasBaT C TEXHUTE UMeHa U AUMEHCHATA UM.

(oT v5.59) B ponbnHeHne KbM aHanoroBuTe KaHann Moxe ga n3bupate
n ot Virtual IO kaHanuTe KaTo U3TOYHWMK Ha MHpopMaund. Teaun kaHanm
ce ,nposepsasat” 3a Automation cvoutua NP BCAKA NMPOMAHA HA
CTOVHOCTTA M.

Diff. sensor

BTopn aHanoroB kaHan npu audepeHumaneH pexmm Ha paboTa.
PeanHo ce cpaBHsiBa cTorHocTTa Ha (Main — Diff. Sensor). He moxe aa
ce kombuHumpa c Virtual 10 kaHanu

OucepeHUnanHMAT pexum ce ageakTuBupa kKato ce msbepe 'Not
used' B TOBa none.

On Event

Kon makpoc ga 6bae ctapTupaH Npuv yAoBMNeTBoOpsiBaHE Ha 3agadeHust
,Value compare mode” pexum. BUHATN ce reHepupa n SNMP trap
cbobLlieHne, kato Moxe na ce m3bepe M camo ToBa Oa OCTaHe
€dVHCTBEeHaTa peakums.

PaspeweHu 3a n3dop ca CAMO makpocu oT 1 o 8 (BKMOYMTENHO)

On Restore

Tyk e nokasaH Makpoca, KOWTO Llie ce cTapTvpa Npy Bb3CTaHOBsIBaHe
Ha CTOMHOCTTa Npu pexum Ha pabota Hysteresis(ACC).

MakpocuTe npu Bb3cTaHoBsABaHe ca oT 9 fo 16 (Bkn.) n He moraT ga ce
n3bupat ot notpebutens.

focTbnHu ca cnegHUTe pexummn Ha pabota (,Value compare mode,) No oTHOLEHME
Ha cnedeHeTo Ha BXoA4HaTa aHanoroBa BennynHa:

Disabled

3apavaTta e geakTMBupaHa

<LOW

MakpocsT 'On event' ce ctaptnpa E[JHOKPATHO npu cnagaHe Ha
n3amepBaHata BenuuMHa noa 3agjageHvss goneH npar  (Low
Threshold). Huiwo He ce cnyyBa npu Bb3CTaHOBSIBaHE, OCBEH Ye ce
AaBa HOBO paspeLlleHune 3a ctapTupaHe Ha 'On Event'.

>HIGH

MakpocbT 'On event' ce ctaptupa EAHOKPATHO npu cnagaHe Ha
n3amepBaHata BenuuuMHa Hag 3agageHuns ropeH npar  (High
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Threshold). H1Wo He ce criyuBa nNpu Bb3CTaHOBSABaHE, OCBEH Ye ce
AaBa HOBO paspeLlleHne 3a ctaptupaHe Ha 'On Event'.

<LOW or >HIGH MakpocbT 'On event' ce craptmpa EOHOKPATHO npwu
HagBuLWaBaHe Ha 3agageHus ropeH npar (High Threshold) unu npum
crnagjaHe Ha naMmepBaHaTa BeNuuMHa Nog 3agafeHus OoneH npar
(Low Threshold). Huwo He ce cny4yBa npu CTOMHOCT B MHTEpBana
[LOW; HIGH], ocBeH 4e ce gaBa HOBO paspelleHune 3a cTapTupaHe
Ha 'On Event'.

Hysteresys (ACC) MakpocbT 'On event' ce craptupa EOHOKPATHO npwu
HagBuWwaBaHe Ha 3agageHus ropeH npar (High Threshold). Mpwu
cnajaHe Ha mamepBaHaTa BenuvyMHa NnoAd 3ajafeHust 4OoneH npar
(Low Threshold) ce ctaptupa makpocsT 'On restore'.Huwo He ce
cnyysa npu CTOMHOCT B UHTepBana [LOW; HIGH]

Hes3aBncumo ot nsbpaHus pexum Ha paboTta e Heob6xoanmMo BxoaHaTa BenvyMHa ga
€ Mmana CTOWHOCT Hag/nof 3ajajeHuTe nparoBe 3a MUHMMYM BpPEMETO Ha ounTbpa,
KOWTO € 3ajajeH 3a aHanorosus Bxog B mMmeHwTo LI/O Settings”. Ako namepBaHaTta
CTOMHOCT ce Koniebae OKOMo rnpara HAMa ga ce reHepupar cbOMTUA OoKaTo TA TpanHOo
(noHe 3a BpemeTo Ha unTbpa) He YyOOBETBOPU HEPABEHCTBOTO.

Pexumute ,,<LOW”, “>HIGH”, “<LOW or >HIGH” dyHKUMOHMpaT no aHanornyeH
Ha4nH. M3nbAHEHNETO Ha HEPaABEHCTBOTO M Ha hmnTbpa Ha BXO4a BOAW OO CTapTupaHe
Ha makpoca 'On Event'. Toea ctaa EJHOKPATHO n HeroBoto NOBTOPHO CTapTUpaHe e
Bb3MOXHO CaMO crnef KaTo € uMano HeyaoBneTBopsiBaHe Ha HEPABEHCTBOTO. Pexvnmute
ca noaxoadaLm 3a cuTyauum, U3UCKBaLLmM OencTBme Tun ,anapma‘.

"eHepupaHeTo Ha SNMP trap cboOuieHne B Te3n pexummn pabotm no cnegHus
HauMH: CcboblleHMe CbC CTOMHOCTTAa Ha BXOA4a Ce wu3npawa npu  NbpBOTO
yOOBIieTBOPSiIBAHE Ha HEPABEHCTBOTO N hunTbpa. AKO HEPaBEHCTBOTO NPOLBLITKN TPpanHO
Aa 6bae yOooBneTBOPEHO, HAMa Ada ce u3npawaTr HoBWM CcboblieHus. Ako B cnegaly
MOMEHT CTOMHOCTTa Ha aHarnoroBus BXOA NpecTaHe Aa YAOBMeTBOpsiBa HEPABEHCTBOTO
(oopu 1 egHOKpaTHO) Ce faBa pas3pelleHMe 3a HOBO u3npaljaHe Ha CbOoOLLEHMETO CbC
CTOMHOCTTA Ha Bxofa (cnea KaTo nak ce y4oBreTBOPWM HEPABEHCTBOTO 1 hmuntbpa).

Bcuuko A0 TyK KaszaHO AoKa3Ba, 4Ye U3bOpbT Ha CTOMHOCT 3a ¢hmnTbpa Ha
aHanoroBusi BXOA4 MHOro BaXHa 3a nofiyyaBaHe Ha onNTUManHu pesynrtaTtu!

MpaBunoTto e: KonkoTto no-ronsiMa e CTOMHOCTTA — TONIKOBa Mo-cTabunHa e e
paGoTaTa Ha aBTOMaTUYHUTE anNropuTMM, HO 3a CMeTKa Ha 6P30AeACTBMETO UM.

PexumbT ,,Hysteresys (ACC)” pabotn Ha npuHumMna ctaptupaHe Ha makpoc (‘On
Event') npu HagsuwasaHe Ha ropHusi npar n ctaptupade Ha gpyr makpoc (‘On Restore')
npu npemunHaBaHe nog AonHua npar. MNogxogsaw, e 3a naxogm B pexum ,Manual Output”.
ToBa e npakT4eckn Han-4ecTo NPUNOXMMUAT HAYMH Ha paboTa 3a peanuanpaHe Ha:

- TepmMmoperynaTtop C HarpeBaTefl: peneeH M3Xo4 Ce BK/4YBa Mpu crnagaHe Ha
TemnepaTtypa nog 3agafeH npar U ce U3KMYBa cneqj AoCTUraHe Ha 3agajeHa
Temneparypa

- TepMmoperynauusa ¢ BeHTUNauMA — aHanormyHo Ha HarpesaTens, HoO ¢ obpaTeH
cTaTycC Ha nsxogHaTa Bepura (peneto).

- YnpaBneHue Ha 3apsif Ha akymynaTtop — BKMOYBaHe Ha 3apsgHaTta Bepura npu
HanpexXeHue Ha akymyrnaTtopa Noa 3agafeH npar (paspedeH) v UsKn4vBaHe Ha
3apsiga npw gocturaHe Ha 14.4V (3apeaeH)
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Tyk SNMP Trap cbobuweHue ce wusnpawa egHoKpaTHO Npu MNpeMunHaBaHe Ha
cTonHocTTa Hag npara HIGH 3a Bpemeto Ha duntbpa. Cneg ToBa CboOLIEHME ce
reHepvpa npu crnagaHe Ha cTtomHocTTa nog npara LOW. B HeyTpanHaTa 30Ha (LOW;
HIGH) He ce cnyyBa HULO.

' Bwe sceku SNMP trap ce cbObpxa cmoluHocmma Ha aHanoz2oeusi 8xo0 (kamo 12bit ysno 4ucno)

npu Kosimo e 6urno y8oeremeopeHo HepaseHCmeomo.

Ha ce uma npedsud, ye SNMP traps ce obpabomeam npe3 nepuod om 2s, m.e. ako aHanozoeume

¢unmpu ca ¢ Masiku cmolHocmu Moxe cbbumusima Oa ce 2eHepupam no-6bp30, 0mM Kosikomo da
' ce obpabomsm u usnpamsam kamo SNMP trap. B makusa cnyyau Hogume cbbumus npesanuceam

cmapume u ce u3npauja, mosa Koemo rocsieGHo e ocmaHasno 8 MoMeHma Ha obpabomkama Ha
UHhopmayusima.

3a aHanozosu exodose & pexum ,ContactSwitch(Alarm)”, oceeH SNMP ftrap, ce zeHepupa
' cbobweHue u 8 MQTT/SPC kaHana 3a Oa ce npedade uHopmMayusi 3a NPoMsiHama.

& Automation 6riokose ¢ Virtual IO kamo usmouHuk He 2eHepupam SNMP trap cbobweHus!

MHTepecHa koMbuHauMsi ce norydaBa akO Ce M3Mon3Ba TO3U PEXMM C M3Xon4 B
pexum ,Impulse Output” nnm makpoc mmuTMpal, CbLWOTO - ToraBa M3XoAbT LWE ce
Bb3CTaHOBWU (Crneq KaTto u3tede BPEMETO Ha MMMNYNCHMS M3XOA) OOPUM U ako BxogHaTa
Benu4ynHa He cnagHe nog ,LOW”, a e B HeyTpanHaTta 30Ha. Taka e ce nonyyu ,3awmnTHO
BpeMe“ 1 HAMa fa ce Nno3BoSisiBa Ha M3xoda fa CToM B 3agafeHuns cTaTyc HeorpaHn4eHo
AbIIro Bpeme.

3.7.1 Pexxum Ha gudpepeHUnanHo nsmepsaHe

MHoro 4yecTto B npakTukaTa ce Hanara ga ce crneam He CTOMHOCTTa Ha eUH CeH30p
(Hanp. 3a TemenepaTtypa), a pasnukata Mexay CTOMHOCTUTE Ha [Ba CeH3opa. TakbB
npyMep umame npuv 3agayaTa 3a BKIOYBAHE Ha LUMPKynaLMoHHaTa nomna B cucteMmTe 3a
TONMa BOA4a CbC CITbHYEBM KOMEKTOPW: nMomnaTa Ce akTMBMpa CamMO KOraTo pasfnuvkaTa
Mexay TemnepaTtyparta Ha KonektopuTe n Tasm B bydepa/bonnepa HaaBuwM 3agjajeHa
CTOMHOCT; nomMnaTa cnupa npu gobnmxkaesaHe Ha TemnepaTypaTa Ha BogaTta B 6ovnepa go
Tasu B KONEeKTopuTe.

Heka oa Buaum kak Moxe ga ce HacTpoM TakbB pexuMm Ha paboTa Ha crneaBawoTo
n3obpaxeHwue:

1) OueBnOHO, peLIeHMEeTOo 3a TakbB Crydan € pexum Ha pabota HYST, konto we
Aane Ham-ctabunHa paboTta Ha nomnara.

2) WN3bupame gBaTa ceH3opa 3a Temnepartypa: 'Main Sensor' u 'Diff. sensor’
YcTtponcTBOTO Beye u3anonssa pasnukata 'Main-Diff', kato 6asa 3a
nu3yucneHusTa.

3) 3apasame ropeH (5.2°) n poneH (1.9°) npar Ha pasnukaTta (MONOXUTENHN
cTtonHocTn, kato LOW<HIGH), kaTo anropyTbMbT Ha paboTa cnegsa cnegHute

HepaBeHCTBa:
Ako (Main-Diff) > HIGH — 'On Event' macros

Main-Diff) <= LOW — 'On Restore' macros
4) N3bupame npeaBapuTenHO HACTPOEHUTE MaKpOCKH, KOUTO BKYBaT MU

M3KNK4YBaT NnomMnaTa.
Event Group No.8

Value compare mode [H}rsteresyrs[m:c] v]

Thresholds LOW (1.8 | HIGH

Wain Sensor [Tcollector [°C] v |
[TtluFFer o) v]
[

On Restore [F'lepOFF ]

Diff. Sensor (=main-diff)
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Ha cnepBawarta Tabnuua e npocnegeH npoueca CTbMka MO-CTbMKa: B M3XOOHO
cbeTosiHMe Bonnepa e 35°, naHenute 37° — HAMa AOCTaTbYHO TEMMepaTypHa pasnuka 3a
Aa ce Bkntoun nomnata. Cnep kato naHena gocturHe 41° nocturame Hapg 5.2° pasnuka —
nomnata BknoyBa. OT TO3M MOMEHT 3anodBa yBeNMYaBaHETO Ha TemnepaTypaTta Ha
Bogata B bonnepa. NomnaTta paboTu gokaTo pasnukaTa He CTaHe TBbpAa Manka npu
TemnepaTtypa Ha 6onnepa 40° (pasnukarta Beve e <=1.9°).

Moxe pa ce 3agage LOW=0° n ToraBa nomnaTta e pabotn gokato Tbuffer He ce
n3paBHu unu HagmuHe Tcollector (B KOHKPETHUS NPUMEpP HE € Bb3MOXHO HaaMVWHaBaHe Ha
TemnepaTtyparta Ha conapa, HO B ApYr1 CUTyaLumm € Bb3MOXHO). Tbi-kaTo paBEHCTBOTO Ha
Ba CEH30pa € MpakTU4ecKn TpyAHO 3a nocTuraHe (nMopagun LIyMOBE, HETOYHOCTM B

n3mepBaHeTo U T.H.) € no-gobpe Ja He ce pas3ynTa Ha YMCTOTO PaBEHCTBO, a Ada ce
nsnonsea ctonHoct LOW>0 (npakTnyecku umpkynauusatTa npy HULLOXHa TemnepaTtypHa
pasnuka Moxe ga e GescmucrieHa, nopagn Marnkarta neyanba Ha TOMNSIMHHA eHeprus 3a
CMeTKa Ha en. TOK).

Main, °C Diff, °C Main-Diff [encteune

37 35 2 HAMa

40 35 5 HAMa

41 35 6 (>5.2) 'On Event' (Bkn. nomna)

41 36 5 HAMa

41 38 3 HAMa

41 40 1(<1.9) 'On Restore' (13kn. nomna)

B MeHomama HsiMa o2paHu4YeHue 0a ce usbupam camo eduH mun AughepeHyuanHU cCeH30puU
(memnepamypa , enaxHocm u m.H.). JuMeHcuume Ha npazoeeme csie@eam ma3u Ha 'Mai

.l sensor’, kamo dughepeHyuanHomo usmepeaHe we hyHKUUOHUPA U NpU cMeceHU CeH30puU, HO
e He6xo00uMO pPBLYHO 0a ce npeusyvyucsasam

LucbepeHyuanHusim pexum Moxke 0a ce uanosniea u e pexxumume LOW, HIGH u LOW/HIGH.

3.7.2 ®abpuyHa HacTpoMKa 3a reHepuMpaHe Ha CbOUTMA OT anapMeHn BXOA0BE KbM
BbHWHUTe yenyrn (MQTT, SmartSpaceCloud)

®abpuyHo BBB BCekn NetControl e KOHUrypupaHa nokasaHaTa no-gony
aBTOMaTU4Ha 3agadva. HenHoOTOo npegHasHadeHve e fa npeausBuKa reHepupaHe Ha
cbbutna kbm obnavHata nnatcopma unu MQTT npu NpoMmsHaTa Ha CbCTOSHMETO Ha
anapMeHusi BXO4 Ha yCTpoucTBaTta. TbM-KaTo 3a Hero ce M3nonssa eauH OT aHanorosuTte
BXOZOBE TOW reHepupa gaHHM KbM nnaTtcgopmMaTta nepmoamyHo, Ho 6e3 Ta3n aBToMaTU4Ha
3afaya HaMa fa usnpawa BegHara aHHW Npy NPOMsiHA HAa CbCTOSIHUETO.

Yalue compare mode [Hysteresys[hcc} v]

Thresholds LOW (426 | HIGH

Main Sensor [Alarm [0..1023] ~]

Diff. Sensor (=main-diffy | Mot used v]

On Event [Only SNMP trap & MQTT/SPC |~ |

On Restore (Only SNMP trap & MQTT/SPC])

3.7.3 CtapTpaHe Ha makpocu ot undpoBu Bxogose (oT v5.46)

B HsiKOM Mogenu ocBeH CTaHO4ApPTHUTE aHANoroBu BXOAOBE Ca HaIMYHU U LM pPOBM
Takmea (Tun ,Alarm”). 3a ga Moxe nNpomsiHa Ha UMdpPOB BXOA Aa 4oOBede A0 cTapTupaHe
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Ha Makpoc e npeasugeHa cekuuaTta ,Macro start from event on digital inputs”. Tasu
CeKuMs ce nokassa camMo ako YCTPONCTBOTO MMa LmdpoBu Bxogose!

Macro start from event on digital inputs
Alarm 9 -= 9. Macro09

Alarm 10 -=10. Macra10
Alarm 11 -=11. Macro11

Alarm 12 -=12. Macra12
Alarm 13 -= 13 Macro13
Alarm 14 -= 14, Macro14
Alarm 15 -= 15, Macra15
Alarm 16 -= 16. Macro16
Alarm A7 -=17. Macra17
Alarm 18 -=18. Macra18
Alarm 19 -=19. Macra19

Alarm 20 -= 20. Macroz0

O6bpHeTe BHMMaHWe, Ye Bpb3kaTa LMdPOB BXOH — HOMEP Ha MaKpoc € dukcmpaHa
(He mMoxe pa ce wm3bmpaT NPOM3BOMHO MakpocuTe), KaTo €AMHCTBEHO MOXe fa 4
aktmBmpaTe unu He. Mimante npensua v, 4e makpocu ot 9 go 16 moraT ga yyacrtsaT B
Automation 6nokosBeTe u TpsAbBa Taka ga ce nnaHuvpaTt, 4ye Ada Hama fybnvpaHe c
LuMcpoBUTE BXOLOBE.

AKo e Heob6xoaMMo aa ce NMPOMEHU HUBOTO Ha BXOAHWUSA CUrHar, KOWTO Lie cTapTupa
Makpoca, TpsbBa na nsnonssarte onuusaTa ,Invert” B HACTpoMkMUTE Ha BXoaa.

3.8. PectapTtupaHe, o6HoBsiBaHe Ha codTyepa u ap. (MeHro ,,Misc”)

3.8.1 NoTpebutenun 3a Web goctbna

OT Tyk moxeTe Aa 3agagete Bawm cobcTtBEHM CTOMHOCTM Ha NOTPEOGUTENCKOTO MMe
n naponarta. IancksaHeTo e Te Aa ca ¢ gbimkmHa oT 4 o 12 cumona Ha JIATUHULIA!

Ot v5.35 nma Bb3MOXHOCT 3a AeduHMpaHe Ha aaMUHUCTPATOPCKM noTpebuten n Ha
,IO User” ¢ poctbn eaMHCTBEHO A0 HavanHata CTpaHuua CbC CbCTOAHMETO Ha BXOLHO-
nsxogHuTe sepurn n makpocu. Ako ,10 User” e B pexxum ,Action” (oT meHtoTo ,IP Settings-
>|O User web account’) ¢ Hero moxe fa ce u3npawiat KOMaHaW KbM U3XOAUTE Ha
YCTPOMCTBOTO UMK Aa ce cTapTupaT Makpocu. B npoTuBeH cny4yan, TOM MOXe €4UHCTBEHO
Aa BUXAa TeKyLnTe CbCTOSHUS.

3a npeBknouBaHe Mexay noTpebutenuTe, B AonHaTa M YacT Ha OCHOBHaTa
cTpaHuua uma npegsuaeH nuHk ,Logout”.

3.8.2 Bb3cTtaHoBsiBaHe Ha pabpu4HN HACTPOMKMN

MmaTte BB3MOXHOCT OTAENHO Aa HanpasuTe HyJNMpaHe Ha HaCTpOIZKMTe KbM

¢abpunyHmute TakmBa 3a IP 4acTTa, 3a HACTpPOMKUTE Ha BXOOHO-U3XOAUTE BEPUrM U 3a
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nMeHata Ha kaHanuTe. Bb3cTaHoBsiBaHETO KbM (pabpuykum HacTpomku oT OyToHa 3a
BxoAaHo-u3xogHute Bepurn (IO Settings) Hynupa n Bcuuku HacTpownkn B Macros, Timers,
Automation, Ping Monitor.

3.8.3 O6HoBsIBaHe Ha cucteMHus cocptyep no TFTP

YcTtponctBoto e cHabaeHo ¢ TFTP knueHT, KOUTO Npu nogaBaHe Ha KomMaHaa oT
6ytoHa ,,Start Firmware Update via TFTP” (unu npes SNMP) ce cebp3Ba kbM IP agpeca
Ha TFTP cbpBbp 1 n3ternsa (ako € HanumyeH) Heobxoammmusa My dann cbC OOGHOBNEHME.
Cnep npukniovBaHe Ha 06HOBSIBAHETO TO Ce caMopecTapTmpa.

' CunHo npenopb4yumesiHo € 0bHo8siBaHEMO Ha cucmeMHusi cogomyep O0a He ce rpasu 8 peasHu
ycnosusi (2onemu Mpexu, OUCMaHUUOHHO 3axpaHeaHe u m.H.). [fponadaHemo Ha 3axpaHeaHemo 8
@  momeHma Ha obHoe/eHUe Ha cucmeMHusi cogpmyep we dosede 0o rnospeda 8 ycmpolicmeomo!.

BpbwiaHemo Ha no-cmapa eepcusi (m.Hap. downgrade) e nogedyemo criydau we u3ucksea
' e0HoKpamHo rocnedsawo 3apexdaHe Ha ¢habpuvyHume Hacmpoliku. Tosa cbwo 03Ha4yaea, 4e
a» [Pouecbm He mpsibea da ce rpaeu 8 peastHu ycriosusi (0moane4yeHo).

3a KOpeKTHO nMpoTMYaHe Ha npoueca Ha obHoBsiBaHe TpsAbBa ga ce npemMuHe npes
CneaHnTe CTbIKN:
1. MHcTtanupante nporpamata '3CServer' (ceanu ot 1yK) 3a Windows. Moxe ga ce
n3non3eaT 1 Apyru nporpamu, BKNIOYUTESNHO 1 BrpageHute B Linux TFTP gemoHn.
2. Ctaptupante nporpamara, nycHete ¢ 6ytoHa ,TFTP” cbpBbpa. Ha ctatyc neHtarta
Ha nporpamara Tpsbea ga e nanmcano TFTP: On

=lol x|
File “iew Server Control  Clients Help
FXTT
T80
Start Time | Type | Peer | B_l,ltes| Command | Status
120202 Thp Sre | 172161002 71620 | GET e:\Myp D... | Retry. Block =1, Retries left = 4
120215 Thp Srv | 17216.100.2 109568 | GET My D | TFTP: Successhul. Total butes transferred: 109568
3CServer ¥1.1.007.
| TFTP:On | FTF: Off |Configure this application i

3. Brnieste B SETUP Ha nporpamata B yactta TFTP Configuration:

BaxHo e pa Buante/3agagete ,Upload/Download directory” n Tam ga noctaesute canna
3a bngent ,pipfws.bin”. ®annbT TpsAGOBa Aa € B rnaBHaTa AUPEKTOPUA; UMETO U
paswupeHneTo my HE TpsibBa ga ce npomeHAT. HacTtponTte napameTpute 3a TanmayT
1 MOBTOPHWN OMUTU, KAKTO € NOoKa3aHo.

4. YBepeTe ce, ye nHctanmpanu Firewall nporpamu He BnoknpaT NpunoXeHneTo.

5. YctponctBoto TpsibBa ga Obae ¢ paspewweHo obHoBaABaHe npe3 TFTP (,TFTP
firmware update = ENABLE”), npaBunHo 3agageH cvotBeTHusa |IP agpec Ha TFTP
CbpBbpa U KOPEKTHU MPEXOBM HACTPOMKM.

6. Ctaptupante obHoBsBaHeTo — npe3 WEB nnn SNMP.

HE U3KITIOYBAWUTE YCTPOUCTBOTO NO BPEME HA TO3U MPOLIEC!!!
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x]
General Configuration  TFTF Configuration I FTP Configuration I
Create directory names in incoming file requests? =
Allove ovenwrite of existing files? r
Upload/Download directany: CATEMPS Browsze Directoliesl
Per-packet timeout in seconds [2-15]: |2—
b aximum retries [5-20): I‘Ilj

Ok | Cancel | Apply I Help I

7. B ctatyc nposopeua TpssbBa ga Buaute UHopmauusa 3a 3anovHanumsi obMeH Ha
danna CcbC CbOTBETHOTO KOMIMYECTBO MpexBbprieHa uHpopmMauus. HopmanHo e npu
HAKOWM NopuuK AaHHW a nonyyute cbobuweHus 3a ,Timeout” n ,Retry” - ToBa He TpsibBa
na Bu nputecHsBa, ako crieq ToBa NpexBbprIAHETO Ha AaHHUTE CU NPOABLITKMA caMo.

8. Cneg kaTto NpUKNOYM MNPEXBLPMASHETO YCTPOMCTBOTO Lie Ce camopecTapTupa.
BAXKHO!!! TMocnepgnunatr naket ot TFTP danna Hama pa ©Oboe noTBbPAEH OT
YCTPOWCTBOTO, 3a TOBa CbPBbPBLT Le Ce OonuTa Aa ro M3npaTh HAKOMKO NbTU W Lie
Mapkupa rpewka. ToBa He TpsibBa ga Bwu nputecHsiBa, yCTPOWCTBOTO LLE € NpUENO
nocneaHaTa YacT, HO MPOCTO ce pecTapTupa nNpean Aa BbPpHEe OTroBOP KbM CbpBbpa.

9. e 6baeTe npeHacoyeHn kbM cTpaHuuaTta ,IP Settings”, kbaeTo TpsibBa Beye ga ce
BMXXOa HOBaTa BEPCUS.

Mpn nunca Ha Bpb3ka KbM CbpBbpa YCTPOMCTBOTO MpPaBU HSKOMKO ONUTa 3a Bpb3ka
npeaou OKOHYaTenHo Aa MPUKMIYM U3NbIIHEHMETO Ha koMaHngaTta 6e3 obHoBsiBaHe. [1o
BpemMe Ha OOHOBMEHMETO MOXe [fa 3abenexuTe HapylaBaHe Ha [OeNCTBMETO Ha
pasnuYHMTE NPOLEeCcK B YCTPOMUCTBOTO.

3.8.4 O6HOBsIBaHe Ha cucteMHua codpTyep npe3 domo.ipnetcontrol.net

[MpeasuaeHa e Bb3MOXHOCT aBTOMaTUYHO Aa 6baaT oOHOBEHM BCUYKM YCTPOMUCTBA,
KOMTO ca peructpupann B obnadHata nnartdopma. Taka HaMa Hyxaa noTpebutenaT ga ce
rpvxun ga cnegu 3a nybnukysaHu HoBW Bepcumn (aa nHctanupa TFTP cbpBbp U T.H.) — Te
aBTOMaTM4HO LWe 6baaT KayeHn B CBbp3aHWTe YyCTpowucTBa (3a ToBa € HeobxoouMmo
yctporncTtBoTo Bu ga e ONLINE B nnatcopmara).

Mpn nybnukyBaHe Ha HOBa Bepcust Ha codTyepa uwe 6ObaeTe U3BECTEHW B
nnatcpopmarta 3a ToBa U e MoXeTe Aa NoTBbpauTe 0bHOBSIBAHETO.

3.8.5 O6HoBsAIBaHe Ha cucteMHus cocptyep npe3 Web (o1 v5.38)

CuctemHuaT codptyep Ha NetControl moxe aa 6bae obHoBeH m Ypes upload Ha *.bin
danna npes ctpaHuuaTta Misc Ha BrpageHuns Web nHtepdenc.

Cnep crapTvpaHe Ha KayBaHeTO Ha (panna, u3vakanTe nsBexgaHe Ha cbobLieHve
3a yCneLHo NpuKYBaHe Ha npoLleca (Hama ctaTyc B peasriHo Bpeme).

Mo mosu HayuH HE moxe da ce obHossiea cogpmyepa Ha WIiFi modyna — npu He2o e 8b3MOXHO
' camo npe3 TFTP.
o
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3.8.6 3ana3BaHe 1 Bb3cTaHOBsIBaHe Ha KOHduUrypauusaTa BbB/oT ¢pann (ot v5.34)

B meHoTO ,Misc” umate goctbn u go pasgen ,Configuration” ¢ 6ytoHn ,Backup” n
,Restore”. C Tax MoxeTe Aa CbxpaHuTe BbB hbann usanaTta Tekylla KoHdurypauus Ha
NetControl yCTPONCTBOTO — TOBa 06xBaLla abcontoTHO BCUYkM HacTponkn — P, 1O, Names,
Macros, Ping Monitor, Automation, Timers. Cb3ganeHmsaTt dann cneg ToBa MOXe Aa ro
3apeguTe Ha OpyrM YCTPOMCTBA W Taka Aa CU ChNecTuTe 3aJaBaHEeTO Ha e4HOTUMHU
napamMeTpu BbB BCSKO €4HO OT THX.

3.8.7 “Events Log” - apxuB Ha nocnegHute 10 cbouTus (ot v5.55)

No. Time Object name Value Event source
1 12 Jun 2023 09:35:14 Line 2 0 ‘Macro01’
2 12 Jun 2023 09:35:12 Line 2 1 ‘Macro01’
3 12Jun 2023 09:35:12 Macro01 Start Web
4
5

History of 100 events

12 Jun 2023 09:34:38 Pin Name 00002 1 Web
12 Jun 2023 09:34:37 Pin Name 00001 1 Web

OT TyKk mMoxeTe Oa npocrneamte BeuYkM maxogsawm 1O cbbuTtus, cTtapTupaHe Ha
Makpocn u Tammepu. [pn cBepeH yacoBHuK (M0 SNTP) ce uanucBa v parta/yac Ha
cbbutneto (B NpoTuBeEH cnyyaun we ce wmanucea 'n/a'). B noneto ,Event Source” ce
nokassa MHdopmMauma 3a U3TOYHMKA Ha CbOUTMETO; HanpumMep 3a peneeH nsxoag — Web,
SNMP, MQTT, SPC.

Bydepbt e 3a 100 cvbutna. Cneg HanbnBaHeTO My, HOBU CbOUTUS He ce
pernctpupar, Ho ¢ 6yToHa ,Purge” moxe fga rm n34nctute n aBToMaTUYHO Lie 3anoyHe aa
ce 3anucea BCUYKO HOBOMOCTBMMIIO.

BbB v5.58 e gobaBeHa BL3MOXHOCT U 3a ApPYyr pexum Ha paboTta Ha Oydepa Ha
EventLog - 'Circular Buffer' (aktmBupa ce ot meHwoTO 'lO Settings->Miscellaneous
parameters'). B T031 pexum 6ydepbT BMHaArn cbabpka nocnegHute 50 cbbutunsa (HoBute
N3TpMBAT HAN-CTApUTE) U HE € HYXKHO [a Ce N34ncTBa oT noTpeburtens.
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4. Noctbn npe3 SNMPv1 npotokon

4.1. Doctbn po /0O npe3 SNMP

Kakto Bedye cTaHa gyma yCTPOMCTBOTO noaabpXKa [[OCTbN OO BCUYKUTE CWU
napametpy n dyHkuum npe3 SNMP. B SNMP Bcekn 06ekT ce xapaktepusmpa CbC
cneunduyHa nopeguua ot yucna (OID) mnn cuMBOMHO UMe (CaMO ako KOPEKTHO ca
nHctanupanu MIB cdannosete kbM SNMP knuneHTa).

B TO3M pasgen ca onucaHU BCUMYKM OBEKTW, KOUTO Ca AOUPEKTHO CBbp3aHM C
yrnpasrieHneTo/gocTbna A0 BXOAHO-U3X0AHUTE Bepurn. Benykn octaHann obektn moxeTe
Aa Hamepute B pasgen 9, kbaeTo e udobpaseHa uanata AbpBOBMOHA CTPYKTypa Ha
obekTuTe, 3anoXeHn B yCTPONCTBOTO.

4.1.1 SNMP o6eKkTu 3a mHAMBMAYyaneH JOCTbN O BXOAHO-U3XOAHUTE BEPUTU.

B MIB ctpyktypaTta Ha NetControl € HanudHa rpynarta obektu ,iop1” ... “iop32”, koaTo
CbOTBETCTBA Ha BCUMYKM CUCTEMHO HanW4yHM 3a S4POTO BXOOHO-U3XOAHW Bepurn. He
BCUYKM OT TAX Ca M3BEOEHU B KOHKPETEH MoAeNni Ha YCTPOMCTBOTO, HO obekTute ca
HafIM4YHW HE3aBMCUMO OT TOBA.

Bbe Bcekm eouH ot Te3an obektn, ummto OID ce dopmupa KaTo
.1.3.6.1.4.1.19865.2.3.1.P., kboeto [P] e Homepa Ha kaHana oT 1 go 32, ca HanuyHu
HAKONKO NnogobekTa, C KOMTO MOXe Aa ce u3Bnu4ya/3annucea MHOPMaLMa Ha BCEKM KaHas:

MIB nme Undpos OID Onucanue
ioNum|[P] .1.3.6.1.4.1.19865.2.3.1.[P].1.0 |Homep Ha kaHana [1, 32]
ioName[P] .1.3.6.1.4.1.19865.2.3.1.[P1.2.0 |Nwme (camo 3a yeTeHe!).

NMpomsiHaTa cTaBa camMO npes
WEB uHTepdeinica

ioMode[P] .1.3.6.1.4.1.19865.2.3.1.[P].3.0 |Pexum (BUx 7)

ioDefault[P] .1.3.6.1.4.1.19865.2.3.1.[P]1.4.0 |Ha4anHa cTonHOCT

iolmpulseFilter[P] |.1.3.6.1.4.1.19865.2.3.1.[P].5.0 Umnync/®untbp

ioValue[P] .1.3.6.1.4.1.19865.2.3.1.[P].6.0 | CtonHocCT (6e3 chmnTtpupaHe)

ioReadAll[P] 1.3.6.1.4.1.19865.2.3.1.[P].7.0 |M34ynTaHe Ha BCMYKO 3a KaHana B
HEX (maHHuTe ca pasgeneHun cbe
3anertas)

iolnvert[P] .1.3.6.1.4.1.19865.2.3.1.[P].8.0 MHBepTMpaHe Ha CbCTOAHUATA

ioGaugel[P] .1.3.6.1.4.1.19865.2.3.1.[P].9.0 |CTtonHOCT KaTo 32 BUT UANOo YMcno

06e3 3Hak. BbBegeHo e 3apagu
GposunTe Ha MMMYNCU, HO MOXE
Aa ce nonaea v 3a gpyrute kaHanm
3a aa ce no-gobpa
yHuBepcanHoct. OBekTbT € camo
3a yeTteHe (read-only)!

ioPulseCfg[P] .1.3.6.1.4.1.19865.2.3.1.[P].10.0 |Bux pasgen Error: Reference
source not found

ioValueFiltered[P] | .1.3.6.1.4.1.19865.2.3.1.[P].11.0 |CToiiHocT cnenq MA  cunTsp
(v5.39)
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MapameTpuTe CbOTBETCTBAT Ha AOCTBLMNHUTE 3a KOHUIypupaHe U Beve ONUCaHun B
npegHute pasgenu napametpu ot WEB meHioT0 ,I/O settings”.

YmuwineHo no HamamwbK 8 npumepume usrondsame camo yugposume npedcmassHusi Ha OID,

' 3auwjomo me pabomsm euHaeu, Hesasucumo Oarnu cme uHcmanupanu MIB ¢padna! Pa3bupa ce, ako
galinbm e npasusiHo 3apedeH 8 SNMP knueHma wie moxe Oa ce u3sronsea u docmbil Harpaso 00
ioValue9.0 — cmoiHocmma Ha kaHan 9 (m.e. Line1).

B cnepgpawata Tabnuvua e npMMmepHa Bpb3ka Mexay penenHnTe kaHanu n n nHaekca
[P] B SNMP cTpykTypaTta. 3a BCekM Mofen Lie HaMepuTe KOHKpeTHa Tabnuua 3a Hero B
pa3genbT, KOUTO ro onucea.

PeneeH kaHan Homep [P] [octbn Benexku
ioValue[P]
Linef 9 RIW sepnrara o GATBOPENA) |
Line2 10 R/W
Line3 11 RIW L) 5 aemene pene (NC
Line4 12 R/W
Line5 13 R/W
Line6 14 R/W
Line7 15 R/W
Line8 16 R/W

Hanpumep, ako mnckame CbCTOsiHMETO Ha u3xod Line4 pga 6bae ON Tpsabea aa
n3anbnHum SNMP komaHga, kossTo B obekta ioValue Ha kaHan Homep 12 ga 3anuvwe
ON=1:

> snmpset -v1 -c private 192.168.1.100 .1.3.6.1.4.1.19865.2.3.1.12.6.0i 1

4.1.2 Opyrm (o6wm) SNMP o6eKkTu 3a 4OCTHN 4O BXOAHO-U3XOAHUTE BEpUrn

OcBeH onucaHa rpyna o6ekTn, KOMTO MMaT edHa U Cblia CTPYKTypa 3a BCUYKM
HaNMYHW KaHanu, nma oLle eaHa rpyna, KosaTo € pasnorioXeHa nog krnoxa ,ioMisc*.

MIB nme LUndpos OID

iomReadAllOIld BAXHO: [1a He ce u3non3sBa B HOBU MNPUSIOXKEHUS.
.1.3.6.1.4.1.19865.2.3.2.1.0 |3ana3eHo e ¢ uen obparHa CbBMeCTUMOCT.

M3umta CTOMHOCTUTE Ha BCUYKN BXOOHO-U3XOAHW BEPUrU
BbB popmata Ha PicolP yctponctBoTo (no-crtapurte
dbpmyepun 3a NetControl). Hama pgocTtbn A0 BCUYKUTE
32 ob6ekTal

dopmaTbT €:
'P3,P5,P6,P6.1,P6.2,P6.3,P6.4,P6.5,P6.6,P6.7,P6.8'
Bcuykun cTOMHOCTM ca WwecTHageceTUYHU Yncna,
Hanpumep:
0x40,0x80,0x00,0x0055,0x00BD,0x00AA,0x008D,0x005C
,0x0045,0x003E,0x0049

iomReadAllHex [Ja He ce un3non3Ba 3a M34YUTaHe Ha OpoAYM Ha
.1.3.6.1.4.1.19865.2.3.2.2.0 |umnyncu, Tbn-kaTto Te ca 326utoBu!
N3untaHe Ha BcuukM kaHanu (32), kaTo pesyntarbT e
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wectHageceTndyeH macue (Hex-STRING) ¢ no asa 6avita
Ha kaHan (MSB first). Hanpumep:

00 0000 00000000000000000000000000

00 00 00 00 00 00 00 00 00 00 00 0O 00 00 0000

0000 0001000100000000000000000000
00D80014 0006 00380039004103FDO017C

iomSetAll 3anuncbT Ha 0/1 (Off/On) B To3n 06eKkT BOAN 0 npunaraHe
.1.3.6.1.4.1.19865.2.3.2.3.0 |Ha TOBa cbcTosHMe kbM BCUYKN wunaxogHn kananw.
ExkBuBaneHtHo e Ha komaHguTte ,All On”, “All Off’ B8 WEB
NHTEepenca.

4.1.3 U3uutaHe Ha TemnepaTtyparta (ot gatumk TDS300) npe3 SNMP

OOCekTbT 3a TemnepaTypa He Bpblla AMPEKTHO CTOMHOCTTA Ha Temnepatypara, a
CTOMHOCTTa Ha aHanoroBo-umdpoBus npeobpasoBaten (ToBa € BanMOHO 3a BCUYKK
aHanorosu BXo4oBe).

3a u3unTaHe Ha TemnepaTtypHusi BXxog Ha cepusita NetControl TpsabBa pa ce
n3nons3ea komaHgaTa:

> snmpget -v1 -c public 192.168.1.100 1.3.6.1.4.1.19865.2.3.1.25.6.0

MonyyeHaTa ot ctonHocT, Hanpumep ,INTEGER: 217 TpssibBa ga ce koHBepTupa B
rpagycu (Liensun) no goopmynara:
t[C°] = ( 3300*(SNMPValue/1023) — 500 ) / 10

4.1.4 N3unTaHe Ha CTOMHOCTTA 3a OTHOcuTenHata BnaxHoct (ot aatyuk HDS300)
npe3 SNMP

CeHaopr 3a BJTaXHOCT u3nonsea CbLWUAT BXOA, KaTO TO3W TemMmnepartypa. 3a ToBa
KOMaHAaTa 3a U34nTaHe € CbllaTa KakKToO B pa3aern 4.1.3.

[MonyyeHaTa OT CTOMHOCT ce KoHBepTupa B RH% no cdopmynarTa:
RH[%] = 125*(SNMPValue/1023) — 6

4.1.5 Bxopa 3a namepsaxe Ha Unet (VIN), +Uin

KomaHgaTa 3a u3untaHe Ha HanpexeHueTto Unet e:
> snmpget -v1 -c public 192.168.1.100 1.3.6.1.4.1.19865.2.3.1.26.6.0

OTHOBO nonyyeHata CTOMHOCT TpsibBa Aa ce npeobpasyBa [0 HanpeXeHue Mo
dopMyna, KaTo TS 3aBWUCK OT TUMNa Ha HanNpPeXeHWeTo 1 Buaa Ha 3axpaHBaHETO:

- npn npomennumeoTokoBo (AC) Unet HanpexeHne n 3axpaHBaHe 3a 12V ¢ gupekTHa
Bpb3ka (SMPS KOCG6P c rpev nsnpasuten Ha Bxoga):
Unet [VACrus] = 3.3*(SNMPValue/1023)*37.25 + 0.8;

- npun npomennueoTokoBo (AC) Unet HanpexeHue wun 3axpaHBaHe 3a 12V c
raneBaHu4Ho pasgensHe (SMPS iKOCS8P c rpeu nsnpaesuten Ha Bxoaa):
Unet [VACrus] = 3.3*(SNMPValue/1023)*37.25 + 0.4;

- 3a DC HanpexeHue:
Unet [Voc] = 3.3*(SNMPValue/1023)*49+0.4;

- 3a DC nanpexenue (0...62VDC) npn 4RU1SH2S:
+Uin[Vpc] = 3.3*(SNMPValue/1023)*19.2927;
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4.1.6 AnapmeH Bxop

CTaTyca Ha TO31 BXO[ Ce nojiy4vaBa C:
> snmpget -v1 -c public 192.168.1.100 1.3.6.1.4.1.19865.2.3.1.31.6.0

Mpn ,0TBOPEH® KOHTAKT Ha anapMeHusi BXOA BpblliaHata CTOMHOCT € O6nu3ka Oo
makcumyma 1023 (moxe ga e ¢ go 10-15 eanHuum no-manka).
[Mpn 3aTBOPEH KOHTAKT Ha anapMeHnsa BXon CTOMHoCcTTa cnaga nog 10 eguHmun.

4.1.7 Bxoa uamepBaHe Ha DC TokK 4pe3 BbHLEH WYHT (3a 4RU1SH2S)

KomaHaarta 3a n3umtaHe Ha HanpexeHneTo Bbpxy wWyHTa Ush e:
> snmpget -v1 -c public 192.168.1.100 1.3.6.1.4.1.19865.2.3.1.29.6.0

[MonyyeHaTa OT CTOMHOCT Ce KOHBepTUpa B amnepu no opmynara:
lacc[Adc] = (SHmMA/SHmv)*(3300*SNMPValue/1023)-1650)/22000,
KbaeTo 'SHMA' e HOMUHaNHUAT TOK Ha WyHTa B MunuamMmnepu (Hanpumep. 20A =>
20000mA), 'SHmMV' e HoMMHaNbT Ha HaNpeXXeHoBUA Nag BbpPXY WyHTa — 60 nnn 75mV.

4.1.8 Bxoa 3a NTC TemnepaTypeH ceH30p

MonyyeHaTa CTOMHOCT ce npeobpasysa B rpagycu no gopmynara:
T[°C] =(SNMPValue — 32768)/100
Mpn nunca Ha ceH30p Ha [dajeH BXO4 Ce Bpbla CTOMHOCT 27768, koeTo
cboTBeTCcTBa Ha -50.00°C.

4.1.9 Joctbn ao crapute OID 3a gpoctbn Ao I/O noproBeTe

3a obpartHa cbBMecTUMOCT B NetControl € 3ana3eH JOCTbMbT A0 0OEKTUTE, KOUTO
ce nogavpxaT oT PicolP (v no ctapata damunusa sepcun (4.xx) Ha NetControl). He ce
npenopbYBa M3NON3BaHETO MM NPU HOBU pa3paboTku!

OcHoBHUuAT ob6ekt e PicolP.PortCTRL (1.3.6.1.4.1.19865.1.2.X.X.0), «konto
noagobpXxa rpynoB OOCTbN W MHAMBMAYaNeH OOCTbM A0 KaHanuTe Ha YCTPOWCTBOTO.
KoHuenumsta Tam obade e pasnuyHa - kaHanute ca obegmMHeHn B BUT Macku 1 Tpu rpynu.
3a nose4e nHopmaumsa moxeTe ga ce obbpHeTe kbM MIB dhainna 3a PicolP (goctbneH e
Ha http://lan.neomontana-bg.com)

' Ako u3snonzeame cmapume obekmu HAMma Oa moxeme da nonzeame pexumume ,Impulse” Ha

- usxodume, kakmo u onyusima ,Invert Output’.

4.2. NMpumepeH PERL ckpunT 3a m3uucnsiBaHe Ha Temnepartypartra, Unet wu
anapmeHusi Bxoa

Moco4eHnaT npumepeH ckpunT Ha Perl nsanonssa obekta 3a uduntaHe B HEX Ha
BCUYKN BXOAHO-U3XOOHM KaHanu (HeobxoaMmo e fa vmaTe MHCTanuMpaH u naketa 'net-
snmp'). U3BnuyaTt ce camo HeobxoaumuTe 3a TemnepaTtypa, HanpexeHue n anapmeH
BXO[, KOWTO cnej CbOTBETHOTO KOHBEPTMpaHe Ce M3nucBaT Ha KoH3onaTta npes 1
cekyHaa:
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#!/usr/bin/perl

# HHEH

# PERL script testing the NetControl measurment inputs

#

#

# Created by Yasen Angelov, Neomontana Electronics, 2014
# Feel free to copy and modify

# HHHH

$host_ip = SARGVI0];

if ($host_ip =="){
printf ("Usage: ./demo_netcontrol4.pl host_ip\n");
printf ("Using defaul IP=192.168.1.100\n");
#exit();
$host_ip="192.168.1.100";

}

$community = "public";

printf("Host: %s\nTime \tVIN \tTemperature \tAlarm\n", $host_ip);

printf(" \n");
while (1)

{

# Retreive all 10 port values with single SNMP request (the iomReadAllHex.0 object)
$all_ports="snmpget -v1 -t 1 -r 1 -Oqv -¢c $community $host_ip .1.3.6.1.4.1.19865.2.3.2.2.0;

# Convert HEX string to array ($words[])containing two byte value of every channel
my @hexs = split(" ', $all_ports);
my @words = ();
for ($k=0;$k<$#hexs;$k +=2) {
#printf ("%d = %d.%d\n", $k/2, hex($hexs[$k]), hex($hexs[$k+1]) );
$words[$k/2] = 256*hex($hexs[$K]) + hex($hexs[$k+1]);
}

# Get needed channels for voltage, temperature, alarm
$snmpV = $words[25];
$snmpT = $words[24];
$snmpA = $words[30];

# Convert ADC value to physical quantity
$VINac=3.3*($snmpV/1023)*37.25 + 0.4;
$VINdc=3.3*($snmpV/1023)*49 + 0.4;
$Temperature=(3300*($snmpT/1023) - 500)/10.0;
if ($snmpA > 0.75%1023) {

$Alarm="0Open";
}
else {

$Alarm="Closed";

}

# Print line with date, values
$tm = "date +%k:%M:%S";
chomp($tm);

printf("%s ", $tm);

printf("\t%5.1fVAC/%5.1fVdc[%d] \t%.1fC [%d]\t%s[%d]\n", $VINac, $VINdc, $snmpV, $Temperature, $snmpT,
$Alarm, $snmpA);
sleep(1);

>[uesr@host]$ ./demo_netcontrol4.pl

Usage: ./demo_netcontrol4.pl host_ip

Using defaul IP=192.168.1.100

Host: 192.168.1.100

Time VIN Temperature  Alarm

15:47:33 2.8VAC/ 3.6Vdc[20] 19.4C [215] Open[1021]
15:47:34 2.8VAC/ 3.6Vdc[20] 19.4C [215] Open[1021]
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5. YnpaBneHue npe3 MQTT npoTtokon

5.1. MpuHuun Ha pabota Ha MQTT npoTokona

B npoTtokona ce u3nonseaT T.Hap. TEMW UK C Apyrn Aymun obekTn, KoMTo Moxe Aa
6boat nNpoMeHsiHM wunu  mnsuutaHu. Hanpumep B NetControl w3non3same obekTa
,NetControl/in/ch9” 3a npomsiHa Ha CbCTOSIHNETO Ha pernieeH kaHan Ho. 1 B mogenute ¢ 2,
4 vnn 8 penerta; ,NetControl/out/ch9” ce nsnonaea, Korato CbCTOSAHMETO Ha PENETO Ce €
NPOMEHUNO (Hanpumep ako My ce cMeHn cbetoaHneTo npe3 WEB uHTepgeca nnm SNMP)

Cnepn cBbp3BaHe KbM CbpBbpa, KNMMEHTBLT ce aboHupa 3a 06eKkTUTe, KbM KOUMTO nMma
WMHTEpPEC M TaKa yka3Ba Ha CbpBbpa Aa My npenpaiia BCUYKM CbOoOLLEeHUs, Kacaewm Te3un
06ektn. B NetControl TOBa Ca BCUYKM HaNWYHW peNenHW KaHanu, 3a ToBa Mnpu Bcska
Bpb3ka kbM cbpBbpa ce manpawar SUBSCRIBE cbobueHne 3a BCUYKM TakmBa OOEKTU.
Apyrn KnveHTn, cBbp3aHn KbM CbpBbpa uanpawat PUBLISH cbobuieHne oo obekT u
CbpPBBPBLT r0 npenpaiwia KbM aboHMpaHUTe YCTPOMCTBA — Taka MOXe Ja ce MpeBKNioYn
peneto Ha NetControl ype3 nogaBaHe Ha kKOMaHAa KbM CbpBbpa OT APYr KIMEHT (CKpwNT,
Domoticz, OpenHab vnn gpyr codTyep ¢ Bb3MOXHOCT 3a KoOMyHuKaums no MQTT)

Camuat NetControl w3npawa PUBLISH cbobuweHne npu Bcska npomsiHa Ha
CbCTOSHMETO Ha M3XoOuTe, KakTO M NepuoauyHoOTO u3npawia OaHHW 3a CeH30pHUTe
BXOOOBE.

MHoro gocTbnHO 00sicHeHMe Ha npuHuMnTe Ha MQTT npoTokona, mMoxeTte Aa
HamepuTe Ha CregHus JNIMHK:

https://www.hivemqg.com/blog/mqtt-essentials/

5.2. Hactpouku 3a MQTT

Ot meHwoTO 'IP Settings' e Heobxoammo ga mnsbepete pexum ,MQTT Server’, na
noTebpauTe nsbopa c 6ytoHa 'Apply Settings' n cnen Toea ga n3bepete nuHka 'Settings'

Server IP IP agpec Ha MQTT cbpBbpa
address
Server Port TCP nopt Ha cbpBbpa, cTaHaapTHUAT nopt 3a MQTT e 1883. Morat ga

ce 3agaBaT u apyru noptose Hag 1024.

MQTT cmaHdapmbm u3nion3sa u ropm 8883 3a ,secure” KOMyHUKaUus,
a» kosmo HE ce noddwbpxxa om NetControl.

User name Mme n napona 3a Bpb3ka kbM CbpBbpa. Makcumym 32 cumsona.

User password

MQTT QoS 3apaBa HMBOTO Ha QoS (Quality of Service) Ha KoMmyHMKauusTa CbC
cbpBbpa. He ce noaabpxka QoS2!
QoS0 - (MonyyaBaHe Ha QdaHHUTE ,HAW-MHOMO BeAHbBLX') —

KOMYHMKaLMATa CbC CbpBbpa He ce noTBbpXaasa B pamkute Ha MQTT
npoTokosna. TeopeTUyHO e Bb3MOXHa 3aryba Ha AaHHU, HO NPaKTUYECKN
€ Mariko BeposiTHa nopaam npeHoca Ha gaHHu no TCP.

QoS1 - (MNonyyaBaHe Ha [JaHHUTE ,HaW-manko BeOHbX') -
nonyyasaHeto Ha  Bceku PUBLISH naketr ce noTteBbpxagaBa oOT
oTcpellHaTa cTpaHa. Bb3amoxHo e aybnvpaHe Ha cbobuieHusTa.

Retain Flag in  |[Npu Bcsiko nybnukyBaHe Ha AaHHW KbM CbpBbpa, MOXe Aa ce ,BaurHe”
PUBLISH TO3n (pnar, KOMTO YyKasBa Ha CbpBbpa [fa 3arnoOMHM MNOCeaHOTO
CbCTOSAHME Ha obekTa. [pyrn KNMeHTn, CBbP3Bankn ce CbC CbpBbpa U
aboHMpankn ce 3a [faHHM OT BbBMNPOCHMAT O0OeKkT, we nony4var
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nocnegHoTo My CbCTOAHME aBTOMAaTU4YHO OT CbpBbpa.

PUBLISH value
format

Mopaobpxat ce aea cbopmaTta: JSSON n RAW.

dopmatbT RAW npegaBa kaTo AaHHM 3a BCEKM BXOL4HO/M3XOAEH KaHan
camo 4yucno (cbctosiHne Ha peneeH kaHan 1 unm 0, ctonHocT Ha AU
3a aHanorosute Bxogose 0...1023 n T.H.).

JSON dopmaTsT € 0T Buaa:

{"device":"MyNetControl","value":
{"real":"0%","raw":1},"channel":28,"type":40,"source":"auto"}

Mirror /in events

AKTMBMpa npenpawaHe Ha Bcuykn obpaboteHn Bxogswm MQTT
komaHau (KbM ,/in“) KbM U3X04ALLNTE BEPUTH.

Mirror to

MoTpebutenaT moxe Aa u3bepe kbae Aa ce npenpaTaT KoMaHauTe:
KbM cTaHgapTHus ,/out” unu kbm ,/mrout® (ot v5.66).

User defined
sub-topic

[Mo3BonsiBa BMbKBAHETO Ha [AOMbiHUTENHa ,TeMa“ B MbT KbM
obekTnTe Ha yctponctsoto. Moxe aa 6bae npasHo.

YOoOHO e 3a [AOMbIIHUTENTHO JOTrMYecko OTAeNisHE Ha MHOXECTBO
YCTPONCTBA KbM €4MNH CbpPBbP.

KeepAlive
Period

3agaBa BpemMeTo B CEKYHON Mexay manpalaHeTo Ha cneumanHn Keep
Alive cbobwenne B MQTT Bpb3kaTa. M3anonaeaT ce 3a MOHUTOPUHI Ha
Bpb3kaTa. Bb3amMoXxHO € ga ce 3agage w ctomHocT O (geakTuBupaHe Ha
TO31 MexaHu3bM, koeTo e gonyctumo B MQTT npoTokona), HO ToBa e
Bb3MOXHO [a npeamnsBuka CTpaHudHu edpektn B TCP npoTokona n Toun
Aa pasnagHe Bpb3ka Npu nunca Ha gpyra npegasaHa nHgopmauus.

Inputs auto-
send period

Bcuuko Bxogose Ha NetControl (ceH3opu, anapma, HanpeXeHoB, TOKOB
M T.H.) MoraT C TO3M NapameTbp Ada Ce HaCTPOAT KOMKO 4ecTo Aa
nsnpawaTt wHpopmauma 3a Tekywara cu CTOMHOCT kbM MQTT
cbpBbpa. Moxe ga ce geaktusupa Tasm QyHKUMA cbe cTonHocT 0.
ToBa nepuoanyHO M3npallaHe Ha JaHHW MOXe Ja 3aMeHU MexaHu3ma
Ha Keep-Alive.

ByToHbT ,Send now” nos3BonsiBa pbyYHO M3MNpallaHe Ha [aHHUTEe OT
CeH30puTe, KoeTo e yaobHO 3a AnarHoCTuKa.

5.3. O6ekTn 3a MQTT poctn no NetControl

N3xogsawm ot NetControl cbbutna (gaHHM OT CEH30pWU, NMPOMEHEHO CLCTOSIHME Ha
pene npe3 Web unu SNMP) nsnonasat ob6ekT cbC cnegHusa dpopmar:

KbAeTo:

NetControl/subgroup/out/chXX

'NetControl/' e dabpunyHo 3anoxeH npedukc

'subgroup/’ ce 3apexpga ot HacTtpoukata ,User defined sub-topic, n moxe pga
OTCbCTBa U3usano un toraea gopmatsT cTaBa 'NetControl/out/chXX'

‘out/'" abpuyHO 3anoxeH TEKCT, nokaseal, 4Ye CcbbutneTo e ,m3xoadawo” ot
YyCTPOMCTBOTO (Hanpumep 'Pene 1 ce Bknoun')

'chXX' e kanana Ha NetContron, kbaeto XX e HomMepbT My (1, 2....32) 1 oTroBaps Ha
HoMepaTta Ha kaHanuTe [P] B onucaHueTo 3a Bpb3ka mexay SNMP 1 Homepa Ha kaHana.

,Virtual |O” kaHanuTe ce HamupaTt Ha 'ch33' go 'ch40'.
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KomaHaun kbM NetControl yCTPONCTBO TpsibBa Aa M3non3BaTt aHanornyeH obekT, kaTo
edNHCTBEHO YacTtTa 'out/' ce 3ameHs c 'in/' - T.e. ykazBamMe, 4e TOBa € KOMaHAa KOATO e
BXOAsLLa 3a yCTPOUCTBOTO (Hanpumep 'Bkntoun pene 1').

NetControl w3nonssa owe egunH obekt (Will Topic), konTo e camo m3xoasdl 3a
YCTPOMUCTBOTO:

NetControl/subgroup/out/status

Mpn cBbp3BaHe KbM CbpBbpa BUHArK ce uanpawa PUBLISH kbMm T03n 06eKkT cbC
CTOMHOCT ,online”, a CbpBbLPBLT € UHCTPYKTUPaAH nNpu 3aryba Ha Bpb3KkaTta Aa reHepupa
PUBLISH kbM cblwma obekt cbe ctonHocT ,offline”. To3an mexaHmsbm Bu no3sonsasa ga
cneguTte ganu yCTPOMCTBOTO € CBbP3aHO MM HE KbM CbpBbpa. [NogpobHO obsicHeHe Ha
YHKLUNOHUPAHETO Ha TO3M MEeXaHN3bM MOXe [a nNpoyeTeTe Ha CrneaHns NUHK:

https://www.hivemqg.com/blog/mqtt-essentials-part-9-last-will-and-testament

5.4. ®opmaT Ha fgaHHUTe

KakTto cTtaHa AcHO B no-npefHus pasgen ce nogabpXart ABa popmaT Ha gaHHUTe
RAW unn JSON.

Mpn nogaBaHe Ha komaHau KbM NetControl ce paboTyn eguHCTBEHO C AaHHM B RAW
dopmaT — gaHHUTe ca uano vmcno, kato 0=u3kn4veHo, 1=BKMYEHO (NoaabpXKaT ce U
TekctoBute BapuaHTh ON wm OFF camo ¢ masHu 6ykBu). Hanpumep (npumepute
n3nonaeaT KNMeHT mosquitto, konto e goctbneH 3a Linux, Windows, MAC):

Bkntoun pene Ha kaHan 9 (Line 1):

> mosquitto_pub -h 192.168.1.102 -t 'NetControl/subgroup/in/ch9' -m 1

N3kntoun pene Ha kaHan 9 (Line 1):

> mosquitto_pub -h 192.168.1.102 -t 'NetControl/subgroup/in/ch9' -m 0

C nogobHa komaHga Moxe aa ce ctapTupa unm cnpe Makpoc:
> mosquitto_pub -h 192.168.1.102 -t 'NetControl/subgroup/in/macro1' -m 1
, kato BanuaHute ctonHoctn ca 1 unu START n 0 unu STOP.

My6nukyBaHeto (PUBLISH) Ha gaHHu oT NetControl kbM Bpokepa Moxe ga 6bae B
eadvH oT aBaTa opmarTa.

Mpn RAW chbopmaTt, gaHHUTE ca aHanorndyHm Ha Te3u npu goctbn npe3 SNMP un
onucaHneto B pasgenute 3a SNMP Baxu u Tyk (u3xogute Bpbwar 0 wim 1,
aHanorosute/ceH30pHM Bxogose cTtonHocT 0..1023).

Hocta no-ygobeH n cbabxaw, nosede e JSON dopmaTbT Ha AaHHW, HauW-Be4e
nopagu no-gobpara CbBMECTUMOCT C BbHLUHM KNMeHTM 3a aBToMatmsaums (Node-RED,
Domoticz, OpenHab w gp.). Hanpumep gaHHMTe OT anapMeH BXOA uU3rnexaart Taka:

{"device":"MyNetControl",

,name”:"Channel X”,

"value":{"real":""OPEN","raw": 1},

"channel":32,

"type":38,

"ts":1734092367,

“source":"auto®,

"st":6}

, KbOeTo:

»,device” e nmeto Ha yctponctBoTo Host name, koeTo cTe BbBenun B MeHwTO L, I/O
Settings”

“name” e nmeTo Ha KaHana (BbBegeH oT MeHwTo ,I/O Settings”)

“value” e cTOMHOCTTa Ha KaHana, uMa s B Ba BapuaHTa: real u raw. [NpeanmcTsoTo
Ha ‘real’ e, Yye oTroBapsi Ha 3agageHus ot notpebutens censop (TDS300, HDS300 m T.H.)
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N e rpagycu, NpoueHTn 1 T.H. ToBa NO3BONsiIBa ANPEKTHO Aa ce Mnofn3ea CTOMHOCTTa, 6e3
Aa ce npeobpasyBa OONBAHUTENHO. ‘raw’ CAobpbXa MbpBUYHATA YMCNOBA CTOMHOCT KaTo
yncno (Hanp. ctorMHocT Ha ALM).

»channel” e Homepa Ha kaHana (peanHo gybnupa Homepa oT obekTa 3a 4OCTbIN)

»type” e Tuna Ha kaHana (TDS300, HDS300 »u T.H.). CnuCbK Ha TunoBeTe Ha
KaHanuTe e HamepuTe B pasaen 7, Kakto

»,Source” nokassa M3TOYHMKa Ha JaHHW: 'auto’ e KoraTto AaHHUTe ca B CreAcTBME Ha
NepMoanYHOTO M3MnpallaHe Ha OaHHW 3a ceH3opuTte; 'event' e koraTto OaHHWUTE ca B
CNeACTBUE Ha BbHLUHA KOMaHAa (Hanpumep npu penenHnte naxogm) nnm 'Macro'.

»ts“ (0T v5.66) cbabpxa TIMESTAMP Ha BpemeTo, B KOETO CbOUTUETO € NOCTLNUIIO
B Oydhepute Ha ycTponcTBOTO (MOXe Oa ce pa3MuHaBa C BpeMEeTO Ha m3npallaHe Ha
CbOMTUETO, aKo € MMano NpPeKbCBaHe B MpexoBaTa Bpb3ka kbM Bpokepa). Heobxogumo e
Aa nmarte kopekTHo HacTpoeH SNTP cbpBbp 3a cBepsiBaHe Ha COPTYEPHNS YacOBEHMK (B
NPOTUBEH Cry4yan B ToBa none e nma 0)

,St“ (0T v5.66) cbabpxa Kog, onucBall KOM € U3TOYHWKA Ha CcbOuTtmeTo (Kakto B
Event Log). Cnncebk ¢ kKogoBseTe e HamepuTe B pa3gen 8.
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6. WiFi mogyn

Hsikon mogenun ca cHabaenu ¢ gonbnHuteneHd WiFi mogyn Ha 2.4GHz, paboTewy no
ctaHgaptute 802.11 b/g/n. 3a no-gobpo HMBO Ha curHana e usnonseaHa BbHWHa (3dBi)
aHTeHa Ha RP-SMA koHekTop.

YCTpOoNCcTBOTO MOXe pfJa pabotm B [JadeH MOMEHT camMoO C  eduH  OT
KOMyHUKauUnoHHUTe cu nHtepdencu: Ethernet nnn WiFi. Mo-nogpasbupaHe yCcTponcTBOTO
e B pexum Ha aktusmpaHe Ha WIiFi npu 3aryba Ha Ethernet Bpb3kaTa (dmsnyecka 3aryba
Ha Bpb3Kka — T.e. U3KIYeH kaben). MpexoBuTte HacTporikm ot IP Settings” ca obwun 3a

pEXUMa Ha BPpb3Ka.

WiFi n Ethernet nsnonssat eavH u cobw, MAC agpec. 3a ToBa, Npu NPEeBKOYBAHE
mvexay WiFi/Ethernet e Bb3aMOXXHO Bpb3kaTa 4O YCTPOWUCTBOTO [a He ca MNosiBM BefHara,
nopagun npexebpnaHeto Ha MAC agpeca Ha yCTPOMCTBOTO MeXAy pasfnunyHu NOpTOBE Ha
cyuTyoBe/pyTEPU.

6.1.1 Hactponku Ha WiFi B WEB uHTepcenca

3a ocbuectBaBaHe Ha WiFi cBbp3aHOCT e HeobxoamMmo camo 3agaBaHe Ha SSID u
SecurityKey (ocTaHanute napameTpu, KaTo PEXMM Ha CUrypHOCT M ap. ce wmsbwupart
aBTOMATU4HO).

MbpBaTta HacTponka e B meHtoTo ,IP Settings” - ,WiFi Enable Mode”. BbamoxHute
pexummn ca aea ,When Ethernet Down” (aktuBupaHe Ha WiFi npu nunca Ha ¢umsmyecka
Bpb3ka Ha Ethernet nopTta; no nogpasbupane) n ,Disabled” (u3uysno geaktusmpax WiFi).

1o IP q
En

IP configuration
Software Version 3.11
MAC address ECF2360040BE Ethernet Seftings
WiFi enable mode Iwhen Ethernet down WiFi Settings

IP address 192 .|168 |1 1100

Ot nuHka ,WiFi Settings” ce oTBapsa cTpaHuuaTta cbC cTaTyc U HacTtpoukm 3a WiFi
UHTepdenca:
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WiFi status

WiFi station parameters

WiFi Active Yes
AP MaC 00:0C:20:01:41:1E
Auth mode WPAZ_PSK
AP WiFi mode b/g/n
Radio Channel ©
Rg5l -42 dBm

Software version 1.1

SS5ID |wifi_ssid
SEEUritﬁ" HE‘;‘ EE e

AP MAC address |FF:FF:FF:FF:FF:FF
{use FF:FF:FF:FF:FF:FF to disable AP MAC lodk)

[ Save parameters]

WiFi Active Mokassa pgann WIiFi nHTepdgenca e akTMBHUAT B MoMeHTa. Korato e
aKTUBEeH, B cnegBawurte noneta ce 3apexga uHGopmauus 3a
Bpb3kaTta. Moxe ga ce Hanoxu ga ce npesapenu crpaHuuarta, ako He
ca 3apefeHu AaHHuTe.

AP MAC MAC apgpecbT Ha ToOYKata 3a [OOCTbMN, KbM KOATO € CBbp3aHO
YCTPONCTBOTO.

Auth mode Tekyw, pexum Ha curypHoct Ha Bpb3kaTa (Open, WEP, WPA_PSK,
WPA2_PSK, WPA_WPA2_PSK)

AP WiFi mode |lNogabpkaHu pexmmmn Ha KOMYHUKaLMA/CKOPOCT OT ToYkaTa 3a A4OCTb.

N3bupa ce pexxmuMmbT C HAaN-BUCOKN NapamMeTpu.

Radio Channel

Pagno kaHan, Ha KOUTO € OCbLLEeCTBEHA Bpb3KaTa

RSSI

WHankaTop 3a cunata Ha curHana (no-rofsiMo CTOMHOCT -> MO-CUSEH
curHan)

Software
version

Bepcusa Ha copTyepa Ha WiFi mogyna
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B rpynata ,WiFi station parameters” TpssébBa pga HacTpouTe Heobxogummte
napamMmeTpu 3a OCbLUECTBsIBAHE Ha Bpb3KaTa:

SSID Mme Ha Be3xunyHaTa mpexa, KbM KOATO UCKaTe [a Ce CBbPXETe.
dabpuyHaTa cTOMHOCT Ha ToBa none e: wifi_ssid

Security key Mapona (kno4) 3a cBbp3BaHE KbM TasuM Mpexa. (3Be3gudKknte He
OTroBapsT Ha peanHusa 6por CMMBOMK Ha napornara)
AKO XenaeTe ga CMEHWTE CaMO HHAKOM OT OpyruTe napameTpu, He
nonbfiBanTe HULLIO B TOBa MOJSE U L Ce 3ana3un TekylwaTa CTOMHOCT Ha
naponara.
dabpuyHaTa CTOMHOCT Ha ToBa nose e: wifi_secret

AP MAC 3apaBaHeTo Ha CTomHocT, pasnuyHa oT FF:FF:FF:FF:FF:FF, Boan no

address paspellaBaHe Ha CBbp3BaHeE CaMO KbM TO4yka 3a [OCTbN CbC
3apgageHna MAC agpec (u cbotBeTHOTO SSID).

Pexumbm 802.1Q (VLAN) He pabomu e pexum WiFi. U3non3saHemo Ha ma3u Hacmpotka rpu WiFi
we doselde 0o 3azyba Ha 8pb3kama 0o ycmpoucmeomo.

WiFi modynbm noddbpxxa obHossseaHe Ha ¢hbpmyepa My no TFTP (e meHromo ,Misc” uma 6ymoH
LStart Firmware Update of WiFi module via TFTP). ®alnbvm ¢ bndeliima mpsibea Oa ce Hamupa 8
enasHama Oupekmopusi Ha TFTP cbpebpa u e ¢ ume ,pipfwd_wifi.bin“. 3a noseye uHgbopmayus
OmMHOCMHO 0bHossisaHe no TFTP suxme pa3den 3.8.3. Mo epeme Ha 3anoyHan npouyec Ha TFTP
brndetim Ha WiFi modyna ce 6nokupa npesknoygaHemo mexdy WiFi u Ethernet — npouecbm Ha
br1delim mpsibea da 3aroyHe U 3a8bpliu Ha €OUH U CblW KOMYHUKaUUOHEH KaHarl.
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7. MPUNOXEHMUE | Tun Ha kaHana 'type' B MQTT JSON paHHuTe; B
ioModeXX.0 npun SNMP u B ioreg.js macuBa 'PM’' ( B HEX)

Homep Twun/onncaxne

0 MNaxon Manual

1 N3xog Toggle

2 N3xopg Impulse

16 N3xopn dpasos perynaTtop

17 Bxoa dpasos perynatop (ZC)
18 Bxog 6posiy nmnyncu

19 Ananoros n3xop 0..100%
20 TemnepatypeH ceHszop NTC
32 Voltage (0-3.3Vdc)

33 Temnepatypa TDS300

34 Temnepatypa LM35Z

35 Voltage (0-33Vdc)

36 Voltage (0-110Vac)

37 Voltage (0-160Vdc)

38 Cyx koHTakT (Alarm) nnn VDS300, WDS300
39 BbHweH 75(60)mV wyHT

40 BnaxHoct HDS300

41 Voltage (0-62Vdc)

42 User Defined 1 (Bux 3.3.3)
43 User Defined 2 (Bux 3.3.3)
44 Voltage (0-10Vdc)

45 Voltage (0-22Vdc)

256 Virtual 10' kaHan
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8.MPUNOXEHUE Il CnucbKk Ha KogoBeTe 3a W3TOYHUK Ha
cbbutumeto (“st” B MQTT)

WEB

MACROS
SNMP
MQTT
SPC

AUTOMATION
SYSTEM
PINGMON

TIMER
MODBUS
WIEGAND

© | 0N O Ok WDN -~ 0O

=
o
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9. MPUNOXEHUE Ill Bbp3o pbkKkoBOoACTBO 3a pabora ¢ SNMP.
Cnucbk ¢ Hann4vHuTte B NetControl 00eKTun

SNMP npoTtokona geduHupa otaenHn o6ekTn BbB BCSAKO YCTPOMCTBO, KOUTO Morar
Aa ce usuutaTt unu 3anuceat crnopep tuna um. Tesm obektn umart 1.Hap. OID — (object id),
KOWTO MM Xapaktepusumpa efHo3Ha4yHO. BbnpocHute obektn ce onuceBaTt Ha cneuumaneH
CMHTakcuc B TekctoB pavn (MIB dhann), koMTOo no3BonsiBa BMECTO TpygHUTe 3a
3anomMmHsaHe undgposu ekenBaneHTn Ha OlD-oBeTe aa ce non3eaTt MMeHa.

OID-oBeTe npeactaensiBaT AbpBOBMAHA CTPyKTypa oT Tvna .1.2.3.4.5..... n Taka ce
dopmupa yHMKaneH HoMep 3a Bceku 06ekT. Tasm CTpykTypa e onucaHun B cboTBeTHus MIB
dann. HeomoHTaHa ENEKTPOHWMKC MMa perucTpupaH KMoH® B Tasu CTPYKTypa, KOWUTO €
1.3.6.1.4.1.19865.

3a poctbn OO0 napameTpute Ha NetControl ce w3nonssat KomaHauTe snmget u
snmpset. CUHTaKCUCHT € aHanornyeH:

>snmpget -v1 -c <napona read-only> <IP> <OID>

>snmpset -v1 -c <napona read-write> <|P> <OID> <tun gaHHW> <CTOMHOCT>

Komangata snmpset uanckea TOYHOTO yKasBaHe Ha Tuna AaHHW, KOUTO Le ce

noganat Ha cboTBeTHUA OID. Jonyctumnte Tnose ca:
i: INTEGER, u: unsigned INTEGER, t: TIMETICKS, a: IPADDRESS
0: OBJID, s: STRING, x: HEX STRING, d: DECIMAL STRING, b: BITS
U: unsigned int64, I: signed int64, F: float, D: double

3a nsumtaHe Ha IP agpeca ce nanonasea:
> snmpget -v1 -c public 192.168.1.100 netlP.0

Mpn nunca Ha MIB dann unu Hepobpe koHdurypmpaH SNMP knneHT ropHata
KOMaHAa Hsama fa cpaboTu v we fage rpewka. B TakbB cniydanm mnu Tpsbea ga ce
n3unctu npobnema okono MIB danna unu ga ce nsnonasa UNMPOBUS EKBMBANEHT (TO3M
BapuaHT e yHMBepcareH 1 we paboTtu BuHarn npu scsikaken SNMP kKnneHTn):

>snmpget -v1 -c public 192.168.1.100 .1.3.6.1.4.1.19865.2.2.1.0

B ,npeBoa“ uMdpoBUAT ekBMBASNIEHT O3HaYaBa:

(1.3.6.1.4.1.19865) 2 2 A .0
Neomontana .NetControl .network .netlP .0

Apyr1 npymepHn KoMaHau:
- U34YMTaHe Ha CbCTOAHMETO Ha u3xopg ,Line1”
> snmpget -v1 -c public 192.168.1.100 ioValue9.0
nnn
> snmpget -v1 -c public 192.168.1.100 .1.3.6.1.4.1.19865.2.3.1.9.6.0
- 3apaBaHe Ha HMBOTO Ha uaxop ,Line2”
> snmpset -v1 -c private 192.168.1.100 ioValue10.0 i 1
nnn
> snmpset -v1 -c private 192.168.1.100 .1.3.6.1.4.1.19865.2.3.1.10.6.0 i 1

- 3apgaBaHe Ha HoB IP agpec
> snmpset -v1 -c private 192.168.1.100 netIP.0 a 192.168.1.145
- pecTapTupaHe: snmpget -v1 -c public 192.168.1.100 .1.3.6.1.4.1.19865.2.1.3.0

Mo pony e nomecTeHn pesynTtata OT kOMaHgaTa 'snmptranslate’, koaTo cbcTaBs
AbpBOBMAHA CTPYKTypa C MMeHaTa M HomepaTta Ha obektute mn nopobektute. OT Hes
NIeCHO MOXe fa ce u3Bneve LUngpoBuAT eKBMBANEHT Ha BCEKM OOEKT KAaTO Ce NPeEMUHE Mo
pasknoHeHuaTa Ha AbpeBoTo. OT ObpBOTO A0bpe ce BMXAA M TMNa OaHHM KOUTO Lue
N31CKBa NpW 3annc BCekn 0BEKT, KaKTO M Aann € camo 3a YeTeHe Unu 3a YeTeHe/3anuc.

MoBTapsawmTte ce rpynu iop2...iop31, ipMon2...ipMon7, auto2...auto7 ce ckputun 3a
Aa ce CbKpaTu CNMCBbKA, HO OCTLNBT A0 TSX € Hanuue.
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>snmptranslate -Tp -IR -Ov netControl
+--Neomontana(19865)
+--netControl(2)

--global(1)

+
|

| +---R-- String gloHostName(1)

|| Size: 0..14

| +---R-- INTEGER gloFWversion(2)

|| Range: 0..65535

| +---R--Null  gloReboot(3)

| +---R-- Null  gloStartFirmwareUpdate(4)
| +-- -RW- INTEGER gloNetworkDefault(5)
|| Range: 0..65535

| +---R-- INTEGER gloMOD(127)

| Range: 0..65535

|

a

--network(2)

+-- -RW- IpAddr  netIP(1)

+-- -R-- String  netMAC(2)

| Textual Convention: PhysAddress
| Size: 6

+-- -RW- INTEGER netVLANTag(3)

| Range: 0..4095

+-- -RW- String  netRWcommunity(4)

| Size: 4..13

+-- -RW- String  netMACLock1(5)

| Textual Convention: PhysAddress
| Size: 6

+-- -RW- String  netMACLock2(6)

| Textual Convention: PhysAddress
| Size: 6

+--netReadAll(7)

|

+-- -RW- IpAddr  netDefGW(14)

+-- -RW- IpAddr netNetMask(15)

+-- -RW- String  netROcommunity(17)

| Size: 4..13

+-- -RW- IpAddr netTrapServerlP(18)

+-- -RW- String  netTrapPassword(19)

| Size: 4..13

+-- -RW- IpAddr netAccessIP(20)

+-- -RW- IpAddr netAccessMask(21)

+-- -RW- INTEGER netHTTPport(22)

| Range: 0..65535

+-- -RW- INTEGER netSNMPport(23)

| Range: 0..65535

+-- -RW- IpAddr netTFTPServerlP(32)

+-- -RW- EnumVal netBroadcastMode(64)
| Values: Parse(0), Drop(1)

+-- -RW- EnumVal net8021gMode(65)

| Values: No(0), Yes(1)

+-- -RW- EnumVal netTFTPupdateMode(66)
| Values: No(0), Yes(1)

+-- -RW- EnumVal netDHCPMode(67)

| Values: No(0), Yes(1)

+-- -RW- EnumVal netWebServerMode(68)
| Values: No(0), Yes(1)

+-- -RW- EnumVal netSPCMode(69)

| Values: No(0), Yes(1)

+-- -RW- EnumVal netSNMPNetConfigMode(70)
Values: No(0), Yes(1)

—io(3)

+--ioPorts(1)

+
|

| +---R-- INTEGER ioNum1(1)

|| Range: 0..255

| +---R-- String ioName1(2)

|| Size: 0..14

| +-- -RW- INTEGER ioMode1(3)
|| Range: 0..255

| +-- -RW- INTEGER ioDefault1(4)
|| Range: 0..1

| +---RW- INTEGER iolmpulseFilter1(5)
|| Range: 0..65535

| +-- -RW- INTEGER ioValue1(6)
|| Range: 0..65535

| +---R-- String ioReadAll1(7)

|| Size: 0..255

| +---R--INTEGER iolnvert1 (8)

| Range: 0..1

| +---R-- Gauge32 ioGauge1 (9)
| Range: 0..4294967296

| +---R-- String ioPulseCfg1 (10)
| Size: 0..255

I

—_—_——————————————————— ——————————————————————————— o —

................. iop2 to iop32skipped for shortness!
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|
+--ioMisc(2)

|

+-- -R-- String  iomReadAllOId(1)

| Size: 1..80

+-- -R-- String  iomReadAllHex(2)

| Size: 1..80

+-- -RW- EnumVal iomSetAll(3)

| Values: Off(0), On(1)

+-- -RW- EnumVal iomSavelOMode(16)
Values: No(0), Yes(1)

-- -RW- EnumVal autMode1(1)
Values: Disabled(0), Low(1), High(2), LowHigh(3), Acc(4)

-- -RW- INTEGER  autSourcelO1(2)
Range: 0..255

-- -RW- INTEGER autThresholdLow1(3)
Range: 0..1023

-- -RW- INTEGER  autThresholdHigh1(4)
Range: 0..1023

-- -RW- INTEGER autTargetlO1(5)
Range: 0..255

-- -RW- EnumVal autTargetAction1(6)
Values: On(0), Off(1)

-- -R-- String  autReadAll1(7)
Size: 0..80

T AT T

+-- -RW- EnumVal autMode8(1)
| Values: Disabled(0), Low(1), High(2), LowHigh(3), Acc(4)
+-- -RW- INTEGER autSourcelO8(2)
| Range: 0..255
+-- -RW- INTEGER autThresholdLow8(3)
| Range: 0..1023
+-- -RW- INTEGER autThresholdHigh8(4)
| Range: 0..1023
+-- -RW- INTEGER autTargetlO8(5)
| Range: 0..255
+-- -RW- EnumVal autTargetAction8(6)
| Values: On(0), Off(1)
+-- -R-- String  autReadAll8(7)
Size: 0..80

|
+--ipMon1(1)

|

| +-- -RW- INTEGER ipMonTimeout1(1)
|| Range: 0..65535

| +-- -RW- IpAddr ipMonTargetlP1(2)

| +---RW-INTEGER ipMonTargetlO1(3)
|| Range: 0..255

| +---RW- EnumVal ipMonTargetAction1(4)
|| Values: On(0), Off(1)

| +---RW- INTEGER ipMonEventsLimit1(5)
|| Range: 0..255

| +---R-- INTEGER ipMonTimeLeft1(6)

| Range: 0..255

| +---R-- String ipMonReadAll1(7)

| Size: 0..80

| +---RW-INTEGER ipMonPingSize1(8)

| Range: 32..1472

|

|

|
+

... ipmon2 to ipmon7 skipped for shortness!
--ipMon8(8)

+-- -RW- INTEGER ipMonTimeout8(1)

| Range: 0..65535

+-- -RW- IpAddr ipMonTargetIP8(2)

+-- -RW- INTEGER ipMonTargetlO8(3)

| Range: 0..255

+-- -RW- EnumVal ipMonTargetAction8(4)

| Values: On(0), Off(1)

+-- -RW- INTEGER ipMonEventsLimit8(5)

| Range: 0..255

+-- -R-- INTEGER ipMonTimeLeft8(6)

| Range: 0..255

+-- -R-- String  ipMonReadAlI8(7)

| Size: 0..80

+-- -RW-INTEGER ipMonPingSize8(8)
Range: 32..1472
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